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Abstract: 

This given article inquires general mathematical 

characteristics of models of Boolean functions’ logical 

operations and table replacement. A rule is proposed for 

modeling the analytical model of the truth table in the form of 

a Zhegalkin polynomial. It is universal and it allows 

widespread effective use of it in the development of hardware-

software and software cryptographic information security 

tools. In addition, the generality of the proposed rule will 

provide a broad effective application in the field of 

automation and control of processes with digital technologies 

and tools.  
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---------------------------------------------------------------------***------------------------------------------------------------------- 

Introduction 

Currently, in information exchange via a modern information and communication network, data is processed 

in accordance with digital codes and technological packages, technical and technological means. The main 

technical and technological means of digital processing, and the use of information, are mainly formed by 

transformations of Boolean functions. Papers [1-7] are devoted to the study of the features and properties of 

logical operations. Some features and properties of logical operations have been generalized to 

transformations of table replacement of bit connections [1-7]. 

Formulation 

This article explores the general mathematical characteristics of Boolean functions’ models of logical 

operations and table replacement in applications of cryptographic and other transformations in the form of a 

Zhegalkin polynomial. 

Solution 
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Here are some formalizations from primary sources [8,9]. A block of bits  nxxxx ,...,, 21  is considered as 

space elements }}1;0{:),...,,({)2( 21  in

n xXxxxxGF . Let this block with some operation or a sequence 

of a limited number of some operations be transformed into elements of another space 

}}1;0{:),...,,({)2( 21  im

m yYyyyyGF and this is expressed by Boolean functions in the following 

form:  

)(XfY   : )2()2( mn GFGF  (1) 

 

Such a transformation in vector form is represented by  

)(xf = )}(),...,(),({ 21 xfxfxf m , )2(, GFyx ii  , }1;0{, ii yx . 

To ensure a compact, convenient and efficient development of equipment and technology for digital 

information processing, the Boolean functions’ transformation of the table replacement are modeled [8-17] 

(Table 1.)  

Table 1. Boolean function truth table 

     x1x2…xn-1xn        f1  f2          …    fm-1 fm 

0= 00 … 00 S0=s1(0)s2 (0)...sm-1(0)sm(0) 

1= 00 … 01 S1=s1(1)s2 (1)...sm-1(1)sm(1) 

… … 

2n -2 =11 … 10 S2n-2 =s1(2n -2 )s2 (2n -2 ) ... sm-1(2n -2 )sm(2n -2 ) 

2n -1 =11 … 11 S2n-1 =s1(2n -1 )s2 (2n -1 ) ... sm-1(2n -1 )sm(2n -1 ) 

 

Let the number of input bits n and output bits m be equal, i.e., in addition, the conditions are fulfilled in 

pairs, then function (1) has the inverse function 

)(1 YfX   : )2()2( nm GFGF  . (2) 

The validity of this statement follows from the one-to-one property of transformations [10]. In general, 

according to a logical operation zyx  , where the variables take two different values "0" and "1", and the 

values are determined by 4 (four) pairwise different states of the values of the variables X and Y. These 

statements can be represented in the form of the following table, which is called the truth table: 

Table 2. 

x  y   0  1 

    0 00z  01z  

    1 10z  
11z  

where   .1,0;1.0,1;0  jizij Here, the variables ijz take on two different values "0" and "1". The truth 

table can still be presented in the following form as table 1., i.e.  
 

Table 3. 

x y z 

   00  00z  

   01 01z  

   10 10z  
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   11 11z  

where   .1,0;1.0,1;0  jizij  

As an example, the logical operation XOR with the corresponding truth table, often effectively used in 

cryptographic and other transformations, is considered:  

Table 4. 

x y Z 

   00    0 

   01   1 

   10   1  

   11   0 

According to this truth table, the Zhegalkin polynomial is modeled, expressing it analytically [18-26]. To do 

this, we will use the universal rule. The column z contains elements with the values "1" and the members of 

the Zhegalkin polynomial are formed from the corresponding rows of the input blocks. In this case, the bit 

with "1" value is assigned the variable itself or, and the bit with the value "0" is assigned the negation of the 

variable x or y. Thus, the model of the Zhegalkin polynomial corresponding to the truth table of this example 

looks as follows: 

yxyxz  . (3) 

Using the proposed general rule, it’s possible to model other logical operations introduced in [1-3]. 

Theorem 1.Let some logical operation *- be defined over the variables xand y, that is zyx  , where 

 1,0,, zyx . Suppose that in the truth table of this logical operation in the column z, not all values are "0" 

or not all values are "1", i.e. this operation is not the same as a "0" or "1" value. 

Now we turn to analytical modeling in the form of the Zhegalkin polynomial of the transformation of a table 

replacement by its truth table. First, we look at table swap conversions with two bit connections: 

In generalAs an example 

Table 5. 

x / y  00    01    10   11  x / y  00  01 10 11 

 00  01z  02z  03z    00  11 10 01 00 

 01  11z  
12z  13z    01 10 01 00 11 

 10 20z   
22z  23z    10 01 00 11 10 

 11 30z   32z  33z    11 00 11 10 01 

 

where   .3,2,1,0;3,2,1,0,11,10,01;00  jizij  

Similarly as above, this table can be rewritten as follows: 

In generalAs an example 

Table 6. 

x=  21, xx  y=  21, yy  z   x=  21, xx   y=  21, yy  z=  21, zz  

  00 00  00z     00 00          11 

00z

10z

21z

31z
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  00 01 01z     00 01         10 

  00 10 02z     00 10         01 

  00 11 03z     00 11         00 

  01 00 10z     01 00         10 

  01 01 11z     01 01         01 

  01 10 12z     01 10         00 

  01 11 13z     01 11         11 

  10 00 20z     10 00         01 

  10 01 21z     10 01         00 

  10 10 22z     10 10         11 

  10 11 23z     10 11         10 

  11 00 30z     11 00         00 

  11 01 31z     11 01         11 

  11 10 32z     11 10         10 

  11 11 33z     11 11         01 

 

Note that the input blocks of the truth table are formed by four bits from bit connections in two bits: x=

 21, xx and   y=  21, yy .And output blocks in two bits - from bit connections in two bits: z=  21, zz . Column 

elements of input blocks take values from "0" to "15". And the elements of the column of the output blocks 

take values from "0" to "3", while these values are repeated four times. Proceeding as in the analytical 

modeling of the truth table of logical operations in the form of a Zhegalkin polynomial, the Zhegalkin 

polynomials are modeled for columns and accordingly: 

 21212121212121211 yyxxyyxxyyxxyyxxz  


2121 yyxx 2121 yyxx

2121 yyxx 2121 yyxx                          (4) 

and  

 21212121212121212 yyxxyyxxyyxxyyxxz  


2121 yyxx 2121 yyxx 2121 yyxx 2121 yyxx                          (5) 

By formulas (4) and (5) by direct calculation, i.e. sequentially setting the values of the input blocks: (0000) 2 

= 010, (0001) 2 = 110, (0010) 2 = 210, ..., (1111) 10 = 1510, performing the calculation, we obtain the 

corresponding output blocks of the truth table of the given example. Obviously, the method of mathematical 

induction can be used to prove this rule also holds for the general case, that is, it is true in the case of n - 

inputs and m - outputs, where, for example, such table replacement transformations can be provided in the 

following form (table 2): 

Table 7. Table replacement conversion truth table 

yx  
0y  1y    

iy    
12 my  

0x  00z  01z    
iz0    

12,0 mz  

1x  10z  11z    
iz1    

12,1 mz  
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              

ix  0iz  1iz    
iiz    

12, mi
z  

              

12 mx  
0,12 mz  

1,12 mz    
imz
,12 
   

12,12  mmz  

 

If the length of the block of connecting bits is 2m bits, then the number of different such blocks is equal

422 2 m , that is: 00, 01, 10, 11.  

In the case of 3m bits and there are 822 3 m
 places, respectively: 000, 001, 010, 011, 100, 101, 110, 

111. 

Similarly, in the case of 4m and 1622 4 m
, and so on. 

The size of the table expressing the results mm table replacements, the numerical values 

 
2

1210 
m

ijijijij zzzz   satisfy the condition   120
10

 m

ijij zz , the m bit length conversion result z

performed on the m bit blocks the bit x and y is not changed. In this case, the length of the input block "xy" 

transformation replacement tables equal to 2m, and the length of output blocks "zij" equals m. 

Definition 1. If in the truth table of a table replacement the values   120
10

 m

ijij zz  are distributed 

and equal (by 2m times) or unequal, then they are respectively called uniformly distributed or unevenly 

distributed (regular or irregular) transformations of the table replacement. 

Similarly, as above, this table can be rewritten as follows: 

In general As an example 

Table 8. 

x=  mxxx ,...,, 21     

y=  myyy ,...,, 21  

 mzzzz ,...,, 21   x=  mxxx ,...,, 21     

y=  myyy ,...,, 21  

 mzzzz ...,, 21  

  00…0 00…0  
00z     00…0 00…0   11…111 

  00…0 00…1 
01z     00…0 00…1  00…010 

  00…0 00…10 
02z     00…0 00…10  00…001 

  00…0 00…11 
03z     00…0 00…11  01…000 

     …        … …        …        …      … 

  11…1 11…1 
12,12  mmz     11…1 11…1  10…111 

 

Where each value ijz on the column z is repeated exactly 2m times, i.e., truth table by regular property or not 

all values  12,...,1,0  m

ij constz , i.e., this transformation is not identical. 

Let’s present the following generalized transformation theorem for table replacement, as in the case of 

transformation using logical operations. 

Theorem 2. Let the transformation of the table replacement be defined over the variables  mxxxx ...21 and 

 myyyy ...21 , that is     zzzzyyyxxxxy mmm  ......... 212121 , where  12,...,1,0,,  mzyx . Suppose that not 

all values  12,...,1,0  m

ij constz are in the truth table of the table replacement transformation, i.e., this 

transformation is not identical. Then the analytical model of the truth table in the form of a Zhegalkin 
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polynomial is formed as follows: in the column iz where mi 0 the output blocks  mzzzz ...21 contain 

elements with the values "1" and the members of the Zhegalkin polynomial are formed according to the 

corresponding rows of the input blocks  mm yyyxxxxy ...... 2121 according to the rule that the bit with the "1" 

value is associated with the variable itself ix  or iy , and the bit with the value "0" is put into matching 

negation of a variable ix  or 
iy . 

According to the rule of assertion of the theorem, the analytical model of the truth table of the given example 

in the form of a Zhegalkin polynomial will look like:  

mm yyyxxxz ...... 21211  … mm yyyxxx ...... 2121 , 

mm yyyxxxz ...... 21212  …
mmm yyyyxxx 12121 ...... 

, 

……………………………………………… 

2mz
mm yyyxxx ...... 2121 … mm yyyxxx ...... 2121 , 

1mz
mm yyyxxx ...... 2121  mm yyyxxx ...... 2121  mm yyyxxx ...... 2121 , 

mz
mm yyyxxx ...... 2121  mmm yyyyxxx 12121 ......   mm yyyxxx ...... 2121  . 

 

Now let’s briefly mention some theoretical and practical scientific results. 

Analysis of the obtained results.  

If we pay attention to the truth table of the transformation of logical operations and table replacement, the 

concatenation of blocks  mxxxx ...21 and  myyyy ...21 is taken as an input block, i.e., 

 mm yyyxxxxy ...... 2121 . And blocks  mzzzz ...21 are taken as an output block. The following conclusions 

take place:  

1. If we assume that the block  mxxxx ...21  represents part of the bits of the open message, and the block 

 myyyy ...21 represents part of the key bits of a certain length, in addition, the block  mzzzz ...21

represents part of the bits of the encrypted message, then the table replacement truth table expresses the 

encryption rule table; 

2. If we assume that the blocks  mxxxx ...21  and  myyyy ...21  represent parts of the bits of the message 

being hashed, and the block  mzzzz ...21 represents the hash result of these blocks, then the table 

replacement truth table expresses the rule without key hashing or information compression; 

3. If we assume that the block  mxxxx ...21 represents a part of the bits of an open message transmitted 

over the network of the information and communication network, and the block  myyyy ...21  

represents a part of the error correction bits for reliable information transmission, then the table 

replacement truth table can express a coding table [11, 12] of information. 

4. The proposed rule for modeling the analytical model of the truth table in the form of the Zhegalkin 

polynomial is universal and allows wide and effective use in the development of hardware-software and 

software cryptographic information security tools. 



CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND COMPUTER SCIENCES Vol: 02 Issue: 11 | Nov 2021 
 

© 2021, CAJMTCS    |   CENTRAL ASIAN STUDIES   www.centralasianstudies.org     ISSN: 2660-5309   |   42 

 
 

 

Copyright (c) 2021 Author (s). This is an open-access article distributed under the terms of Creative Commons 

Attribution License (CC BY).To view a copy of this license, visit https://creativecommons.org/licenses/by/4.0/ 

 

Note that to transform the discrete domain of definition of the argument value and change the value by the 

corresponding truth tables on the basis of the proposed rule, one can model their analytical model in the 

form of a Zhegalkin polynomial. This property will provide a broad effective application of the proposed 

rule in the field of automation and control of processes with digital technologies and tools. 

Conclusion.  

The obtained results in a compact mathematical form with the corresponding definitions, statements, their 

analysis express the fundamental foundations. Provides the basic foundations for the development of 

hardware-software and software cryptographic information security tools with broad effective applications. 
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