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Introduction

Currently, in information exchange via a modern information and communication network, data is processed
in accordance with digital codes and technological packages, technical and technological means. The main
technical and technological means of digital processing, and the use of information, are mainly formed by
transformations of Boolean functions. Papers [1-7] are devoted to the study of the features and properties of
logical operations. Some features and properties of logical operations have been generalized to
transformations of table replacement of bit connections [1-7].

Formulation

This article explores the general mathematical characteristics of Boolean functions’ models of logical
operations and table replacement in applications of cryptographic and other transformations in the form of a
Zhegalkin polynomial.

Solution
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Here are some formalizations from primary sources [8,9]. A block of bits x = (xl, Xpyeens xn) is considered as

space elements GF(2") ={x = (X, X,,...,X,) € X : x, €e{0;1} }. Let this block with some operation or a sequence
of a limited number of some operations be transformed into elements of another space
GF2™) ={y=(Y,, ¥ys-m ¥Y,) €Yy, e{0;}}and this is expressed by Boolean functions in the following
form:

Y = £(X) : GF(2") - GF(2") (1)

Such a transformation in vector form is represented by
f(x)={f,(x), ,(x),..., T, (X)}, x,y, €GF(2), X;,y; ={0:;1}.

To ensure a compact, convenient and efficient development of equipment and technology for digital
information processing, the Boolean functions’ transformation of the table replacement are modeled [8-17]
(Table 1.)

Table 1. Boolean function truth table

x1x2...xn-1xn fl 2 ... fm-1fm
0=00 ... 00 S0=s1(0)s2 (0)...sm-1(0)sm(0)
1=00 ... 01 S1=s1(1)s2 (1)...sm-1(1)sm(1)
2n-2=11... 10 S2n-2 =s1(2n-2)s2 (2n-2) ... sm-1(2n -2 )sm(2n -2 )
2n-1=11... 11 S2n-1=s1(2n-1)s2 (2n-1) ... sm-1(2n -1 )sm(2n -1)

Let the number of input bits n and output bits m be equal, i.e., in addition, the conditions are fulfilled in
pairs, then function (1) has the inverse function

X = YY) : GF(2") - GF(2"). (2)

The validity of this statement follows from the one-to-one property of transformations [10]. In general,
according to a logical operation x=*y =z, where the variables take two different values "0" and "1", and the
values are determined by 4 (four) pairwise different states of the values of the variables X and Y. These
statements can be represented in the form of the following table, which is called the truth table:

Table 2.
X %y 0 1
0 ZOO ZOl
1 Z Z,

where z; € {0;1},i=0.1, j =0,1. Here, the variables z;take on two different values "0" and "1". The truth
table can still be presented in the following form as table 1., i.e.

Table 3.
Xy z
00 Zgo
01 Z,,
10 Z,
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where z; €{0;1},i=0.1 j=01.

As an example, the logical operation ©@—-XOR with the corresponding truth table, often effectively used in
cryptographic and other transformations, is considered:

Table 4.
Xy YA
00 0
01 1
10 1
11 0

According to this truth table, the Zhegalkin polynomial is modeled, expressing it analytically [18-26]. To do
this, we will use the universal rule. The column z contains elements with the values "1" and the members of
the Zhegalkin polynomial are formed from the corresponding rows of the input blocks. In this case, the bit
with "1" value is assigned the variable itself or, and the bit with the value "0" is assigned the negation of the
variable x or y. Thus, the model of the Zhegalkin polynomial corresponding to the truth table of this example
looks as follows:

Z=xy®xy. (3)
Using the proposed general rule, it’s possible to model other logical operations introduced in [1-3].

Theorem 1.Let some logical operation *- be defined over the variables xand y, that is x*y =2z, where
X,Y,Z€ {0,1}. Suppose that in the truth table of this logical operation in the column z, not all values are "0"
or not all values are "1", i.e. this operation is not the same as a "0" or "1" value.

Now we turn to analytical modeling in the form of the Zhegalkin polynomial of the transformation of a table
replacement by its truth table. First, we look at table swap conversions with two bit connections:

In generalAs an example

Table 5.

x/y | 00 01 10 | 11 x/y | 00 01 |10 11
00 Zyo Z,, Zy, Zys 00 11 10 01 00
01 Zy Z, Z, Z,; 01 10 01 00 11
10 Z,, Z, Z, Z,, 10 01 00 11 10
11 Z Zy Zy, | Zg 11 00 11 10 01

where z; € {00;0110,11},i=0123; j=0123.

Similarly as above, this table can be rewritten as follows:
In generalAs an example
Table 6.

X:(Xl’XZ) y:(Y1vy2) z X:(lexz) y:(Y1vy2) 22(21122)
0000 Zoo 00 00 11

© 2021, CAJMTCS | CENTRAL ASIAN STUDIES www.centralasianstudies.org ISSN: 2660-5309 | 38

Copyright (c) 2021 Author (s). This is an open-access article distributed under the terms of Creative Commons
Attribution License (CC BY).To view a copy of this license, visit https://creativecommons.org/licenses/by/4.0/



CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND COMPUTER SCIENCES Vol: 02 Issue: 11 | Nov 2021

00 01 Zy, 0001 10
00 10 Zyy 00 10 01
00 11 Zys 00 11 00
0100 7, 0100 10
0101 7, 0101 01
0110 Z, 0110 00
0111 7, 0111 11
10 00 Z,0 10 00 01
10 01 Z, 10 01 00
10 10 Z,, 10 10 11
10 11 Z,, 10 11 10
11 00 Z, 1100 00
1101 Z,, 1101 11
11 10 Z,, 1110 10
1111 z4) 1111 01

Note that the input blocks of the truth table are formed by four bits from bit connections in two bits: x=
(x.,%,)and y=(y,,y,).And output blocks in two bits - from bit connections in two bits: z=(z,,z, ). Column

elements of input blocks take values from "0" to "15". And the elements of the column of the output blocks
take values from "0" to "3", while these values are repeated four times. Proceeding as in the analytical
modeling of the truth table of logical operations in the form of a Zhegalkin polynomial, the Zhegalkin
polynomials are modeled for columns and accordingly:

Z, =X1X2Y,Y, 69;<1>_<2§/1y2 69>_<1x2§/1§/2 69>_<1x2y1y2 @

(—B Xl)_(2y192 @ Xl)_(ZylyZ (_B X1X2§/1y2 (_B X1X2 y1§/2 (4)

and

Z, =X1X2 Y Y, DX1X2Y, Y, ®XiX, Y, Y, DX, X, Y, Y, D
C'Dxl)_@;/l;/z ®X1)_(ZY1;’2 (_Bxlngllyz @X1X2y1Y2 (5)

By formulas (4) and (5) by direct calculation, i.e. sequentially setting the values of the input blocks: (0000) 2
= 010, (0001) 2 = 110, (0010) 2 = 210, ..., (1111) 10 = 1510, performing the calculation, we obtain the
corresponding output blocks of the truth table of the given example. Obviously, the method of mathematical
induction can be used to prove this rule also holds for the general case, that is, it is true in the case of n -
inputs and m - outputs, where, for example, such table replacement transformations can be provided in the
following form (table 2):

Table 7. Table replacement conversion truth table

x/y Yo y; Yi Yony
XO Z00 ZOl ZOi Z0,2’"—1
Xl Z10 le T Z1i ot Zl,2"' -1
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i Zig Zy Z; Ziomy

X2m—1 22”‘—1,0 sz—1,1 ZZ’”—l,i sz—l,zm—l

If the length of the block of connecting bits is m = 2bits, then the number of different such blocks is equal
2™ =2% =4, that is: 00, 01, 10, 11.

In the case of m =3bits and there are 2™ = 2° =8 places, respectively: 000, 001, 010, 011, 100, 101, 110,
111.

Similarly, in the case of m=4and 2" =2* =16, and so on.

The size of the table expressing the results mxmtable replacements, the numerical values

Z; :(zf}zilj...zﬁm‘l)z satisfy the condition 0<z =(zij )10 <2™ -1, the m—bit length conversion result z

performed on the m— bit blocks the bit x and y is not changed. In this case, the length of the input block "xy"
transformation replacement tables equal to 2m, and the length of output blocks "'z equals m.

Definition 1. If in the truth table of a table replacement the values 0<z; = (zij )10 <2"™ -1 are distributed

and equal (by 2m times) or unequal, then they are respectively called uniformly distributed or unevenly
distributed (regular or irregular) transformations of the table replacement.

Similarly, as above, this table can be rewritten as follows:
In general As an example

Table 8.
X= (X, X0y X, ) 2=(2,2y,,2,,) x= (X, Xy X)) | 2=(2,2,02,,)
Y= (Y2 Yorrs Yn) Y= (Y2 Yorrs )
00...000...0 Zoo 00...000...0 11...111
00...000...1 Zy 00...000...1 00...010
00...000...10 Zy 00...000...10 00...001
00...000...11 Z4s 00...000...11 01...000
11...111...1 Zon o 11...111...1 10...111
2"-1,2"-1

Where each value z;;on the column z is repeated exactly 2™ times, i.e., truth table by regular property or not
all values z; = const e {0,1,...,2m —1}, i.e., this transformation is not identical.

Let’s present the following generalized transformation theorem for table replacement, as in the case of
transformation using logical operations.

Theorem 2. Let the transformation of the table replacement be defined over the variables x = (xlxz...xm)and

Y = (Y1Yo Y ), that is Xy = (XX X YoV Y ) = (21252, ) = 2, where X,Y,7 & {0.1....2" ~1}. Suppose that not
all values z; =const {0,1,...,2m —1}are in the truth table of the table replacement transformation, i.e., this
transformation is not identical. Then the analytical model of the truth table in the form of a Zhegalkin
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polynomial is formed as follows: in the columnz,where 0<i<mthe output blocks z =(zlzz...zm)contain
elements with the values "1" and the members of the Zhegalkin polynomial are formed according to the
corresponding rows of the input blocks Xy = (X,X,...X. Y,Y,...y,, Jaccording to the rule that the bit with the "1"

value is associated with the variable itself X; or y,, and the bit with the value "0" is put into matching
negation of a variable x; or vy, .

According to the rule of assertion of the theorem, the analytical model of the truth table of the given example
in the form of a Zhegalkin polynomial will look like:

2, = XXz Xm Y, Yo Yy @ oo ® X Xoe X Yy Voo Yo

Z, = X1 X2 Xm Yy YporY o @ o ® X Xoe X Yy Yo Yy Vi o

Zy o = XiXoeXm Yy YperY o @ oo ® X Xow X0 Vi Yee Vi
Zyg = XiX2oXm Y YooY @ XeXzoiXm Y, YooY @ XiXoue X Yy Yaer: Y

Zy = XXz Xm Y YooYy © XiXzeXm ¥y Yoo Yina Vi © XiXore X Vi YooY -

Now let’s briefly mention some theoretical and practical scientific results.

Analysis of the obtained results.

If we pay attention to the truth table of the transformation of logical operations and table replacement, the
concatenation of blocks Xx= (xlxz...xm)and y= (ylyz...ym)is taken as an input block, e,

Xy = (xlxz...xmylyz...ym). And blocks z =(zlzz...zm)are taken as an output block. The following conclusions

take place:

1. If we assume that the block x = (xlxz...xm) represents part of the bits of the open message, and the block
y:(ylyz...ym)represents part of the key bits of a certain length, in addition, the block z =(zlzz...zm)
represents part of the bits of the encrypted message, then the table replacement truth table expresses the
encryption rule table;

2. If we assume that the blocks X = (xlxz...xm) and y= (ylyz...ym) represent parts of the bits of the message

being hashed, and the block z=(zlzz...zm)represents the hash result of these blocks, then the table
replacement truth table expresses the rule without key hashing or information compression;

3. If we assume that the block X = (xlxz...xm)represents a part of the bits of an open message transmitted

over the network of the information and communication network, and the block y=(y1y2...ym)
represents a part of the error correction bits for reliable information transmission, then the table
replacement truth table can express a coding table [11, 12] of information.

4. The proposed rule for modeling the analytical model of the truth table in the form of the Zhegalkin
polynomial is universal and allows wide and effective use in the development of hardware-software and
software cryptographic information security tools.
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Note that to transform the discrete domain of definition of the argument value and change the value by the
corresponding truth tables on the basis of the proposed rule, one can model their analytical model in the
form of a Zhegalkin polynomial. This property will provide a broad effective application of the proposed
rule in the field of automation and control of processes with digital technologies and tools.

Conclusion.

The obtained results in a compact mathematical form with the corresponding definitions, statements, their
analysis express the fundamental foundations. Provides the basic foundations for the development of
hardware-software and software cryptographic information security tools with broad effective applications.
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