CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND
COMPUTER SCIENCES

https://cajmtcs.centralasianstudies.org

Volume: 04 Issue: 9 | Sep 2023 ISSN: 2660-5309

THE PERILS AND DEFENSES OF ENTERPRISE CLOUD
COMPUTING: A COMPREHENSIVE REVIEW

Arjun Reddy Kunduru
Independent Researcher, Orlando, FL, USA

Abstract ARTICLEINFO
Cloud computing enables convenient, on-demand access to -

. . . L . Article history:
computing resources over the internet. While providing agility Received 3 Jul 2023
and cost savings, migrating to the cloud also introduces major Revised form 5 Aug 2023

security concerns that must be evaluated and mitigated Accepted 20 Sep 2023

appropriately. This extensive article examines the concept of Keywords: cloud computing,
enterprise cloud security, surveys key threats and security, ERP, risk management,
vulnerabilities in depth, summarizes solutions and best security matrix.

practices, and weighs the tradeoffs of cloud security

compared to on-premises models. It provides a comprehensive

reference for securing the enterprise cloud.

© 2023 Hosting by Central Asian Studies. All rights reserved.

1. Introduction

Cloud computing refers to the delivery of shared, scalable IT resources, including servers, storage,
databases, networking, analytics, intelligence, and software, over the internet on an on-demand basis. By
adopting cloud services from providers like Amazon Web Services (AWS), Microsoft Azure, and Google
Cloud Platform (GCP) instead of owning and maintaining dedicated hardware and software, enterprises can
avoid substantial infrastructure costs. According to Markets and Markets, the global public cloud services
market size is estimated to grow from $371.4 billion in 2020 to $832.1 billion by 2025, at a compound
annual growth rate of 17.5% [1]. However, security issues remain a major roadblock to faster cloud adoption
as cyber threats become more advanced and targeted. In fact, the unique nature of cloud environments leads
to new security risks for businesses, including data leakage due to erroneous cloud resource configurations
and unauthorized access to sensitive data in the cloud [2].

This extensive review article aims to serve as a comprehensive reference for enterprise cloud security by
examining concepts, surveying threats, summarizing solutions and best practices, and analyzing the pros and
cons of cloud security models. The article is organized into the following sections:

1. Core concepts and importance of enterprise cloud security

2. Threat landscape: comprehensive coverage of key cloud security threats and vulnerabilities
3. Security solutions and best practices for mitigating cloud risks

4. Governance and compliance considerations for securing the cloud
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Overview of leading cloud security technologies and tools
Tradeoffs between cloud security and traditional on-premises security
Recommendations for securing enterprise cloud environments

. Enterprise Cloud Security: Concepts and Significance

Enterprise cloud security refers to the set of policies, controls, procedures, and technologies that an
organization employs to protect its data, applications, services, and infrastructure hosted in public, private, or
hybrid cloud environments. It encompasses security across all layers of the cloud stack [3].

>

Infrastructure security: protection of the core physical and virtual network, storage, server, and other
infrastructure components that underlie the cloud architecture. This includes measures like network
security, identity and access management, encryption, resilience, and business continuity.

Application security: protection of the various web, mobile, and API applications executing on top of the
cloud infrastructure. Key application security practices involve secure coding, dynamic testing, identity
management, authentication, authorization, and more.

Data security: protection of the huge volumes of sensitive customer, financial, intellectual property, and
other forms of data stored and processed within cloud environments. Core data security measures include
encryption, access controls, data loss prevention controls, rights management, and related disciplines.

The prominence of enterprise cloud security is driven by the fact that adopting cloud computing concentrates
an organization's applications, data, and IT infrastructure into the cloud provider's data centers rather than
being distributed across on-premises data centers. Any breach by the cloud provider could extensively
compromise the security and privacy of this centralized organization-wide data and systems. Some key
reasons that make enterprise cloud security vital are [4]:

v

Safeguarding sensitive data: Businesses tend to store highly sensitive information in the cloud, including
customer data, financial information, intellectual property, trade secrets, and more. A breach
compromising the confidentiality or integrity of such critical data can lead to severe financial losses,
legal and regulatory penalties, as well as reputational damage.

Meeting compliance mandates: Numerous laws and regulations related to data protection and privacy
apply to specific industries and geographies. These include standards like HIPAA for healthcare data,
PCI DSS for cardholder information, SOX for financial data, GDPR for EU citizen data, and more [5].
Failing to comply with such regulations can result in substantial fines and other legal repercussions.

Defending against cyber threats: Cloud environments face risks from a variety of cyber threats that are
constantly evolving, including ransomware, viruses, malware, phishing, denial-of-service attacks, and
more. Strong cloud security measures are essential to protect centralized data, apps, and infrastructure
against these threats.

Enabling business continuity: Outages or disruptions of cloud services can severely impact business
operations, revenue, brand reputation, and customer trust. Having robust business continuity protections
in place through disaster recovery mechanisms, backup systems, and high availability configurations
helps minimize business impact.

Operational resilience: secure and well-governed clouds that endure stresses and threats help
organizations be resilient. Resilience requires harnessing automation, analytics, orchestration, and cloud-
native services to rapidly detect, contain, and recover from incidents.

Essentially, enterprise cloud security aims to harness the efficiencies of cloud computing while ensuring data
protection, privacy, compliance, threat defense, and operational resilience for the organization.
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3. Cloud Security Threat Landscape

In order to properly secure enterprise cloud environments, it is crucial to understand the landscape of
relevant security threats and vulnerabilities. Research literature identifies numerous risks that cloud adoption
can amplify. This section provides a comprehensive overview of key cloud security threats, including [6].

3.1 Data Breaches

Data breaches that compromise confidentiality occur when unauthorized individuals manage to gain access
to sensitive information through stolen credentials, malware infections, social engineering, abuse of cloud
APIs, misconfigurations, vulnerabilities in cloud apps, and numerous other vectors. The Capital One breach
in 2019 that impacted 100 million customers and the 2021 T-Mobile breach that compromised the data of
over 50 million users demonstrate that cloud environments are just as susceptible to catastrophic breaches as
traditional on-premises IT infrastructure [7].

Some key threats that can lead to data breaches in the cloud include:

1. Compromised credentials: cloud user accounts protected only by weak or stolen passwords are prime
targets. Phishing and social engineering are common techniques to steal credentials. Multi-factor
authentication (MFA) is essential to mitigate password risks.

2. Cloud service misconfigurations: Erroneous cloud resource and identity configurations often
inadvertently expose sensitive data. Cloud security posture management (CSPM) tools can detect
misconfigurations.

3. Vulnerable cloud apps: cloud apps with security flaws like injection vulnerabilities, weak authentication,
authorization lapses, etc. can enable data theft. Static and dynamic application security testing (SAST
and DAST) find these issues.

4. Malware infections: malware like trojans and remote access tools often steal files and data. Cloud
workload protection platforms (CWPP) help defend cloud workloads against malware.

5. Compromised cloud accounts: the takeover of cloud admin accounts and privileges can enable access to
broader data and cloud resources. Privileged access management (PAM) solutions manage and monitor
privileged access.

6. Insufficient activity monitoring: Lack of visibility into user, service, and API activity in the cloud can
allow breaches to occur undetected over extended periods. Tools like cloud access security brokers
(CASB) provide monitoring.

7. Supply chain compromises: vulnerabilities in third-party libraries, dependencies, and integrations
incorporated into cloud environments can be exploited to breach data.

8. Network exploits: flaws in cloud network configurations can be targeted to move laterally and access
data in other accounts or cloud services. Microsegmentation, network security groups, and zero-trust
access help secure cloud networks.

Data breaches represent the top cloud security threat given their potential impact and damages.
Organizations must implement robust defenses spanning access management, encryption, monitoring, cloud
security posture management, application security testing, microsegmentation, and more to avoid data
breaches.

3.2 Data Loss

Data loss refers to instances of data getting corrupted, deleted, or becoming inaccessible. This can occur due
to a variety of events, including:

1. Human errors: cloud administrators may inadvertently delete or overwrite cloud databases and object
storage.
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2. Hardware failures: defective cloud infrastructure components like hard disks or servers can render data
inaccessible.

Disasters: Natural disasters like earthquakes that damage cloud data centers lead to permanent data loss.

Ransomware: Malware like ransomware can encrypt or delete files and databases. Attacks like the 2021
Kaseya ransomware attack that impacted over 1000 businesses demonstrate ransomware risks to cloud
data [8].

5. Improper data lifecycle management: data stored improperly beyond intended retention periods makes it
hard to find and increases vulnerability.

Since the cloud concentrates data from across the organization into a few locations, the impact of losing data
is much more severe compared to traditional on-premises infrastructure. Proper backups are essential to
recovering from data loss events.

3.3 Malicious Insiders

Insider threats refer to risks from individuals with legitimate internal access intentionally misusing privileges
or even turning malicious. Insiders have extensive knowledge of internal systems, making their attacks
highly dangerous. Cloud provider employees fall into this category; administrators, engineers, analysts, and
other staff have broad access to infrastructure to perform their duties. However, negligence, carelessness, or
malice on their part could result in customer data exposure, theft, or damage.

Insider threats also encompass partner organizations and third-party vendors with access to cloud
environments for integration and support purposes. Furthermore, compromised credentials of admins and
excessive staff privileges turbocharge insider risks.

Stringent access controls, least privilege policies, monitoring, audits, and background checks help mitigate
insider threats to some extent. However, malicious activities by determined employees with legitimate
access can often circumvent these controls [9]. The 2021 attacks on cloud infrastructure firms like Microsoft,
Okta, and Nvidia by the Lapsus group highlight the insider threat [10].

3.4 Denial-of-Service (DoS) Attacks

Denial-of-service (DoS) and distributed denial-of-service (DDoS) attacks aim to make cloud-based resources
and services unavailable to legitimate users by overloading cloud servers and network infrastructure with
bogus traffic. This disrupts access and prevents the normal functioning of websites, applications, APIs, and
services hosted in the cloud. DoS attacks typically originate from a single computer and can hence be
blocked by identifying and filtering out the attacking system's IP address. However, DDoS attacks are far
harder to mitigate since they use botnets—networks of compromised computers called bots or zombies that
simultaneously barrage the target's network infrastructure from diverse sources. DDoS attacks exceeding 1
Thps have been recorded recently [11].

Since cloud environments are intrinsically internet-facing and public, they are especially prone to denial-of-
service attacks compared to traditional on-premises data centers only accessed within private organizational
networks. The tendency to host consumer apps and websites in public clouds exacerbates this risk.

Common DosS attack types include [12]:

1. Volumetric attacks: flood a network with massive amounts of UDP, TCP, or ICMP traffic to overwhelm
it. Leverage botnets to amplify attack volume.

2. Protocol attacks: exploit inherent weaknesses in protocols like SYN floods that exhaust server resource
allocation.

3. Application layer attacks: target web application resources via GET/POST floods, low-bandwidth
attacks, etc. Hard to detect using traditional appliances
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4. Encrypted attacks: manipulate legitimate encryption protocols to trigger resource saturation.

DoS protection, increased capacity, network traffic scrubbing through proxy services, and other safeguards
help counter DoS risks.

3.5 Insecure Interfaces and APIs

Public cloud providers expose application programming interfaces (APIs) and web consoles that customers
utilize to provision and manage cloud environments through automated and manual methods. However,
insecure APIs and interfaces with gaps like inadequate authentication, authorization, input validation, or
encryption can be exploited by attackers to obtain customer data, launch attacks, disrupt services, escalate
privileges, and more [13].

The shared, multi-tenant nature of cloud infrastructure means that a vulnerability in a cloud API creates risks
across the provider's entire customer base. Flaws in Amazon S3 APIs have enabled major breaches across
industries in the past [14]. API security must therefore be a top priority for cloud platforms.

On the consumer side, organizations must ensure secure APl and web console usage by their admins,
engineers, and applications. OWASP provides guidelines for API security that cover authentication, access
control, encryption, monitoring, and testing [15].

3.6 Weak Identity and Access Management

Compromised credentials and broken authentication continue to be the primary enablers of cloud security
incidents. Cybercriminals employ phishing, password guessing, password spraying, and breach replay
attacks to acquire privileged access to cloud accounts. Multifactor authentication (MFA) adoption remains
low, magnifying this threat [16].

Once credentials are obtained, cloud infrastructure may be accessed, and resources may be created and
misused to steal data, mine cryptocurrency, launch attacks on other organizations, and more. The ability to
rapidly disable compromised credentials and remediate breached accounts is therefore essential but
challenging to achieve, necessitating robust identity lifecycle processes [17].

Weak identity and access management also encompasses excessive permissions assigned to users, a lack of
granular privilege controls, and failure to promptly deprovision former employee accounts, all of which
widen the attack surface.

Zero trust access models, least privilege access, and centralized identity governance controls are imperative
to improve identity security.

3.7 Account Hijacking

Account hijacking refers to incidents where the cloud login credentials of legitimate users are stolen through
phishing, password dumps, malware, and other means and then exploited by attackers to gain unauthorized
access to cloud accounts, resources, and data. Hijacked accounts provide a perfect gateway for attackers to
covertly exfiltrate data and intellectual property. According to Microsoft, every year, attacks result in the
compromise of over 10 million customer cloud accounts across industries [18]. Once credentials are
obtained, attackers can persistently control accounts and cloud resources while evading detection through
subtlety.

Continuous monitoring to detect unusual account activity, passwordless authentication mechanisms like
WebAuthn that eliminate stolen passwords, and tools like PAM and CASB that manage privileged access
are key to impeding account takeover incidents.

3.8 Advanced Persistent Threats (APTS)

APTs refer to sophisticated, targeted attacks where cyber attackers covertly infiltrate the cloud computing
environments of target enterprises and stealthily persist undetected for extended durations to steal data and
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intellectual property or conduct espionage and surveillance. APTs are conducted by capable adversaries like
state-sponsored groups or hacktivists.

APT actors patiently observe the victim's activities over weeks and months to map out cloud environments,
circumvent controls, and blend in with normal user behavior. They exploit various entry points like phishing
emails, third-party supply chain compromises, vulnerabilities in internet-facing services, penetration through
networking layers, and physical intrusions [19].

Once entrenched, APTs employ deception tactics to operate unnoticed across cloud accounts and services
while extracting sensitive data via encrypted channels. The recent Nobelium campaign that breached
Microsoft and FireEye via SolarWinds software highlights the danger of APTs [20].

Countering APTs demands in-depth infrastructure monitoring, user behavior analytics, threat hunting
capabilities, and managed threat intelligence tailored to the organization's industry and geography.

3.9 Abuse of Cloud Services

The self-service, on-demand model of public cloud platforms allows legitimate customers to easily provision
infrastructure and services to meet dynamic needs. However, this agility also enables malicious actors to
exploit cloud scalability to conduct nefarious activities. Typical abuses include [21]:

1. Cryptocurrency mining: creating vast computing clusters to mine cryptocurrency like Bitcoin This
diverts and consumes provider capacity.

2. Spam campaigns: using cloud servers and email services to launch spam and phishing campaigns to
harvest user data and spread malware.

3. Hosting malicious sites: creating cloud sites and buckets to host malware, illegal content, and fake shops
to steal financial data.

4. DDosS attacks: Leveraging the scale of cloud networks to launch DDoS attacks that bottleneck and crash
websites or apps

Providers must implement robust measures to detect and rapidly mitigate cloud service abuse. Access
controls, behavioral monitoring, reputation databases, and analytics help counter abuse. But adversaries
constantly evolve new techniques.

3.10 Shared Technology Risks

Public cloud infrastructures employ a shared, multi-tenant architecture where customers from diverse
organizations utilize common physical hardware, networking, storage systems, hypervisors, management
interfaces, and other foundational technologies. This is an inherent trait of the cloud delivery model.

However, the indirect access and abstraction between customers and underlying infrastructure widen the
attack surface; flaws and misconfigurations in shared tech components increase risk for all customers.
Weaknesses in hypervisors that allow VM escapes, compromised admin consoles, and shoulder surfing risks
in shared SSD storage are examples of shared risks that cloud providers must strive to eliminate [22].

While providers have responsibility for securing the foundation, customers must also protect their data, apps,
identities, and cloud configurations that interface with the shared stack. In-depth defense, combining
provider security and customer precautions, is imperative to address shared technology risks.

4. Cloud Security Solutions and Best Practices

The cloud threat landscape necessitates implementing layered security spanning access control, data
protection, network security, monitoring, and more to mitigate risks. This section summarizes key security
solutions and best practices recommended for enterprise cloud environments [23]:
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4.1 Identity and Access Management (IAM)

Robust identity and access management ensures only authorized users and applications are able to access
specific resources in the cloud, as per centralized policies and permissions. Core IAM capabilities include:

1. Central directory services: cloud-based user directories like Azure AD provide a centralized identity
repository that can integrate with on-premises AD.

2. Access management: govern access to cloud resources based on identity attributes and roles via policies
and permissions. Restrict privileged access.

3. Multifactor authentication (MFA) requires an additional credential, like a one-time password, in addition
to the username and password to verify user identity during cloud login.

4. Single sign-on (SSO): Let users access multiple cloud applications and accounts using one set of login
credentials. Reduces password fatigue.

5. Identity governance: manage cloud identities and access lifecycles; enforce policies; implement reviews
and audits. Provision and deprovision users automatically based on HR systems.

6. Privileged access management (PAM): restrict privileged administrative and service accounts via just-in-
time (JIT) access controls, monitoring, logging, and rotation.

4.2 Cloud Infrastructure Entitlement Management (CIEM)

CIEM solutions extend IAM controls and visibility specifically to identities across cloud infrastructure,
workloads, and environments. This allows managing permissions across proliferating cloud deployments at
scale to minimize attack surfaces from excessive privileges and roles. Capabilities include [24]:

Discovering human and machine identities across hybrid and multi-cloud infrastructure
Mapping identities, access rights, and relationships across cloud environments
Enforcing least privilege policies and remediating violations.

Protecting privileged service accounts and preventing standing access

Detecting unauthorized privilege escalations

o g s~ w DN e

Providing analytics on entitlement risks and alternate access paths
According to Gartner, by 2025, 75% of large enterprises will use CIEM, up from less than 5% in 2020 [25].
4.3 Cloud Security Posture Management (CSPM)

CSPM tools continuously assess cloud environments to detect risks from erroneous configurations, policy
violations, and insecure practices across infrastructure, network, platform, applications, identities, and data.
This allows improving cloud security postures proactively via [26]:

1. Asset inventory: discover cloud resources spread across complex hybrid and multi-cloud deployments.

2. Configuration scanning: Detect insecure configurations like open S3 buckets and over-permissive
policies.

3. Vulnerability management: identify and remediate cloud resource vulnerabilities, including hosts,
containers, and functions.

4. Compliance audits: Check cloud resource settings against CIS benchmarks, ISO 27001, PCI DSS, and
other frameworks.

5. Remediation: Fix misconfigurations and non-compliant settings through automated or guided workflows.

Security analytics: gain visibility through dashboards, alerts, and reporting into overall cloud security
postures.
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Leading CSPM platforms include tools like Prisma Cloud, CloudGuard, CloudQuery, and FireHydrant.
4.4 Data Encryption

Encryption encodes data using ciphers so that only authorized parties can decipher and view plaintext. It
provides fundamental data confidentiality and integrity protections for data in transit and at rest across cloud
environments, applications, and services via [27]:

1. Storage encryption: encrypt cloud objects, block and file storage hosting databases, logs, backups, etc.
2. Database encryption: encrypt structured data at the application and database levels.

3. Network encryption: encrypt data flowing across cloud networks, VPNs, and internet channels.

4

Access and key management: control encryption key generation, policies, access, and rotation through
central key management systems.

5. Tokenization: Substitute sensitive data like credit card numbers with random tokenized values, keeping
data usage intact.

Leading cloud key management systems include AWS KMS, Azure Key Vault, and Google Cloud KMS.
4.5 Network Security

Cloud network security protects against malicious attacks and unauthorized access at the network layer. Core
safeguards include:

1. Firewalls: allow or deny traffic between cloud resources based on rules, and filter malicious traffic.

2. Web application firewalls (WAF): protect internet-facing apps and APIs against exploits like XSS, SQLI,
and common vulnerabilities.

IDS/IPS: Block known attack payloads and anomalies indicating DoS attacks, port scans, etc.

Microsegmentation: Isolate cloud workloads into secure zones with stringent access rules. Limits lateral
movement.

5. Zero trust access: Grant access to resources based on identity, context, and least privilege principles.
Assume breach.

6. Encryption: Secure in-transit data via TLS/SSL encryption between cloud resources.

Leading cloud network security providers include Zscaler, Check Point, Palo Alto Networks, Cisco, and
Fortinet.

4.6 Workload Protection

Cloud workload protection platforms (CWPP) examine cloud workloads—VMs, containers, and serverless
functions—in runtime to detect vulnerabilities, malware, misconfigurations, and anomalous activities.
CWPP capabilities include:

1. Asset discovery and hardening: discover workloads across cloud environments and apply security
hardening per best practices.

2. Vulnerability management: continuously scan workloads for software flaws and misconfigurations.
Trigger auto-remediation.

3. Malware prevention: block malicious payloads from infecting workload hosts and instances using threat
intelligence.

4. Runtime behavior monitoring: Analyze workload behavior to detect security events indicating
compromised workloads.

Major CWPP vendors include Qualys, Palo Alto Prisma Cloud, and Lacework.

© 2023, CAJMTCS | CENTRAL ASIAN STUDIES www.centralasianstudies.org ISSN: 2660-5309 | 36



CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND COMPUTER SCIENCES  Vol: 04 Issue: 09 | Sep 2023

4.7 Monitoring and Analytics

Robust monitoring coupled with security analytics provides continuous visibility into user, workload, and
data activity across complex, hybrid cloud environments. This allows for promptly detecting and responding
to security incidents. Key capabilities:

1. Aggregating security event data: collect audit logs, network events, user activity, etc. across cloud
accounts, services, and on-premises infrastructure.

2. Security analytics: apply threat intelligence, behavioral analysis, and anomaly detection to identify 10Cs,
threats, and incidents.

3. Incident response: Facilitate and accelerate incident triage, investigation, and remediation leveraging
centralized security data.

4. Unified visibility: Provide single-pane-of-glass visibility into security posture across hybrid multi-clouds
via dashboards.

Leading security monitoring solutions include Azure Sentinel, AWS Security Hub, and cybersecurity
SIEM/SOAR tools.

4.8 Governance Frameworks

Governance provides direction for the people, processes, and technology required to secure cloud
environments consistent with business goals and risk tolerance. It bridges strategic objectives with daily
execution. Governance elements:

Strategize a security roadmap, budget, and metrics aligned to business needs.

Maintain policies for procurement, architecture reviews, access control, encryption, logging, etc.
Conduct risk assessments to identify and prioritize cloud vulnerabilities.

Implement controls per best practice frameworks like CSA CCM.

Assign accountability via central roles like the CISO, cloud security architects, and SMEs.

Train personnel on policies and technologies through awareness programs.

Evaluate security and compliance postures via audits, exercises, and metrics monitoring.

8. Continuously refine the program based on emerging threats and risk data.

4.9 Shared Responsibility Model

In the public cloud, providers secure the underlying hardware and software infrastructure, while customers
are responsible for securing their own data, identities, apps, network configurations, OSs, and logging and
monitoring [28]. Understanding this shared responsibility model ensures prioritizing the appropriate security
controls.

N o gk~ w DR

5. Cloud Security Governance and Compliance

Maturing governance practices and compliance programs is key to creating a culture of cloud security across
the organization. Steps for cloud security governance include:

5.1 Cloud Security Policies

Document comprehensive policies for procurement, architecture reviews, access management, encryption,
logging, incident response, and other aspects tailored to business needs and risk tolerance. Update policies
regularly.

5.2 Compliance Frameworks

Choose industry and regulatory frameworks like PCI DSS, HIPAA, and 1SO 27001 with applicable cloud
security controls. Pursue certification against these standards to validate compliance.
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5.3 Risk Assessments

Continuously identify and analyze security risks through assessments of environments, vendors, threats,
regulations, and vulnerabilities. Quantify risks based on criticality and likelihood. Prioritize remediation
based on risk severity.

5.4 Vendor Governance

Assess third-party vendor and cloud provider risk postures through questionnaires, certifications, and audits
before onboarding and periodically post-onboarding. Review contractual agreements and SLAS.

5.5 Security Organization

Centralize cloud security under teams like those headed by a CISO, with roles and responsibilities for
architecture, engineering, monitoring, response, and governance. Integrate with IT and business units.

5.6 Training and Awareness

Educate personnel on cloud security policies, technologies, safe practices, and threat intelligence through
contextual training and phishing simulations. Reward reporting of risks.

5.7 Audits

Routinely verify that defined cloud security controls meet expectations around risk mitigation and
compliance through internal and third-party audits.

6. Leading Cloud Security Solutions

Many enterprise cloud security technologies are delivered through SaaS models, eliminating the need to
deploy and manage on-premises hardware and software. Examples include:

6.1 Cloud Access Security Brokers (CASBS)

CASBs proxy traffic between users and cloud providers to impose security controls. Use cases encompass
[29]:

1. Securing SaaS access: enforce contextual access rules for Microsoft 365, Salesforce, Workday, etc.
2. Preventing data leakage: Block users from exfiltrating sensitive data outside authorized channels.

3. Malware prevention: prevent malware in uploads and downloads from reaching cloud apps using threat
intelligence.

Major CASB vendors include Netskope, iboss, McAfee, Symantec, and Proofpoint.
6.2 Cloud Security Posture Management (CSPM)

Discussed earlier. Leading platforms include Prisma Cloud, Orca Security, CloudGuard, CyCognito, and
Lacework.

6.3 Cloud Infrastructure Entitlement Management (CIEM)

Discussed earlier. Top solutions include CyberArk, Saviynt, Ermetic, and Devo.
6.4 Cloud Workload Protection Platforms (CWPP)

Discussed earlier. Major vendors include Qualys, Palo Alto, and Lacework.

6.5 Cloud SIEM and Analytics

Collect and analyze security telemetry from cloud infrastructure and integrate with on-prem SIEM. Providers
include Sumo Logic, Rapid7 InsightCloudSec, and AlertLogic.
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6.6 Microsegmentation and Zero Trust

Isolate cloud workloads and restrict access based on proven identity and context. Key vendors include
Zscaler, Akamai, lllumio, and VMware.

Additionally, infrastructure providers offer robust native security services like AWS Security Hub, Azure
Defender, and GCP Security Command Center that serve as foundational cloud security platform
components.

7. Cloud Security: Pros and Cons

Adopting cloud security has notable benefits but also poses disadvantages compared to traditional on-
premises models:

7.1 Benefits

1. Reduces costs substantially by making native security services available on-demand without buying on-
prem tools.

2. Allows automation of threat response using auto-scaling, serverless infrastructure and other cloud
capabilities

3. speeds the delivery of cutting-edge security features through rapid innovation by providers with pooled
resources and telemetry.

4. avoids the scarcity and cost challenges associated with hiring expert in-house security professionals.

Provides consistent security tooling and policies across heterogeneous environments spanning multiple
cloud accounts, services, resources, and regions since tools are cloud-delivered.

6. Simplifies management overhead since security policies and administration are centralized instead of
being fragmented across on-premises data centers.

7.2 Drawbacks

1. Introduces new external attack vectors and surfaces vulnerable to threats due to the internet-facing nature
of cloud infrastructure compared to private on-premise networks.

2. Relinquishes visibility and control over aspects of security to the provider organization and relies on
their personnel, processes, and technology.

3. Reduces visibility into the provider's backend infrastructure hosting customer data and apps since
abstraction limits observability.

4. Adds complexity in configuring, integrating, and monitoring security across diverse cloud services,
deployment models, vendors, and hybrid infrastructure.

5. Can contribute to the erosion of in-house skills as organizations depend more on providers' security
offerings than operating their own security.

In summary, while cloud security offers automation, reduced costs, and rapid innovation benefits, it also
implies additional threat exposure, loss of visibility and control, and over-reliance on vendors. Organizations
must therefore design appropriate hybrid models, factoring in these tradeoffs.

8. Recommendations for Cloud Security

Based on this analysis of the threat landscape, security solutions, and cloud security tradeoffs,
recommendations for effectively securing enterprise cloud environments include:

1. Adopt a defense-in-depth strategy combining multiple safeguards for data, identities, networks,
workloads, applications, and infrastructure. Assume that perimeter defenses will fail.

© 2023, CAJMTCS | CENTRAL ASIAN STUDIES www.centralasianstudies.org ISSN: 2660-5309 | 39



CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND COMPUTER SCIENCES  Vol: 04 Issue: 09 | Sep 2023

10.

11.
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14.

Implement robust identity and access management through centralized directories, single sign-on, access
governance, multifactor authentication and privileged access management. Identities are prime targets.
Assess, monitor, and improve cloud security postures continuously via frameworks like CIS controls that
drive action across accounts, services, and regions.
Protect sensitive and regulated data via encryption, tokenization, access controls, activity monitoring,
rights management, and data loss prevention techniques.
Isolate workloads in secure network segments and implement least privilege access between workloads,
resources, and user groups based on zero trust principles. Prevent lateral movement.
Gain visibility into user, data, and workload activity across hybrid multi-cloud environments through
SIEM, analytics, and monitoring capabilities to rapidly detect threats.
Standardize and automate cloud infrastructure provisioning, configurations, and DevSecOps pipelines
through laC and policy as code to minimize the risks of vulnerabilities and errors.
Implement strong identity governance with integrated lifecycle processes encompassing users, service
accounts, and computing entities to achieve least privilege access at scale.
Assess cloud risks, including dependencies on providers, continuously via threat modeling, red team
exercises, audits, and compliance processes. ldentify gaps proactively.
Build in security upfront during the architecture and design stages of cloud projects guided by proven
frameworks like AWS and Azure Well-Architected Frameworks.
Educate developers, engineers, and end users thoroughly regarding policies, safe practices, and threats to
develop a shared culture of cloud security responsibility across the organization.

. References
Markets and Markets, "Cloud Computing Market," 2021.
T. Hunt, "Threats to cloud computing: The top 8 according to ENISA," Business Insights, 2021.
K. Nichols, "Enterprise Cloud Security: Best Practices and Tools," Business News Daily, 2022.
S. Perozzi, "Why cloud security is critical for business protection,” Varonis, 2021.
K. Grant, "Top cloud computing compliance standards and how to achieve them," Inside Out Security,
2022.
Q. Zhang et al., "Cloud computing: state-of-the-art and research challenges," Journal of Internet Services
and Applications, 2010.
K. Rigolini, "The Worst Data Breaches of 2021 So Far," Security Intelligence, 2021.
K. Rigolini, "The Biggest Ransomware Attacks of 2021 So Far," Security Intelligence, 2021.
R. Mogull, T. Witt, "Gartner Market Guide for Cloud Workload Protection Platforms,” Gartner, 2021.
D. Kennedy, "Lapsus Goes on Rampage Against the Tech Industry,” Threat post, 2022.
A. Kovacs, "Record-Breaking DDoS Attack Hits 1580 Mpbs," Security Week, 2022.
L. Columbus, 10 Ways to Protect Your Cloud Environment From A Denial of Service Attack,” Forbes,
2022.
J. Cappos, "Small vulns in Microsoft cloud services enabled the SolarWinds hack: US Senate,” The
Record, 2021.
A. Baliga et al., "Amazon S3 bucket exploitation via cloud metadata APIs," High Cloud Security, 2020.

© 2023, CAJMTCS | CENTRAL ASIAN STUDIES www.centralasianstudies.org ISSN: 2660-5309 | 40



CENTRAL ASIAN JOURNAL OF MATHEMATICAL THEORY AND COMPUTER SCIENCES  Vol: 04 Issue: 09 | Sep 2023

15.
16.
17.
18.
19.
20.

21.

22.
23.
24.
25.
26.

217.
28.
29.

OWASP, "API Security Top 10", OWASP Foundation, 2019.

Microsoft, "Microsoft Digital Defense Report,” Microsoft, 2020.

S. Morgan, "Cybercrime To Cost The World $10.5 Trillion Annually By 2025," Cybercrime Magazine
Beekman et al., "ldentity security threats and trends 2020-2021," Microsoft, 2021.

K. Zetter, "An Unprecedented Look at Stuxnet, the World's First Digital Weapon," Wired, 2014.

DHS CISA, "Joint CSA/FBI Cybersecurity Advisory on MFA to Prevent Ransomware Attacks,” CISA,
2022.

P. Ducklin, "Serious Security: Brute Force Crypto Mining, Password Reuse, and Abuse of Cloud
Services," Sophos Naked Security, 2018.

R. Ent, "Security risks inherent with cloud computing approaches," Microsoft, 2017.

Palo Alto Networks, "Cloud Security Best Practices,” Palo Alto Networks, 2022.

E. Cole, "Forrester Wave Enterprise Cloud Identity and Access Management Q4 2020," Forrester, 2020.
K. Kavis, "With CIEM, C10s Have A New Ally In The Cloud Security Battle," Forrester, 2022.

J. Cappos, D. Polukarov, "Cloud Security Posture Management Services Market: Global Forecast to
2026," Markets and Markets, 2021.

K. Nichols, "Enterprise Cloud Security: Best Practices and Tools," Business News Daily, 2022.
AWS, "AWS Shared Responsibility Model," Amazon Web Services, 2022.
Netskope, "2021 Cloud and Threat Report," Netskope Threat Labs, 2021.

© 2023, CAJMTCS | CENTRAL ASIAN STUDIES www.centralasianstudies.org ISSN: 2660-5309 | 41



