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Abstract: One of the most important challenges that the world is still facing until 

now is the issue of information security and preservation From breach and 

change. Cryptography is the answer to this question. This science includes many 

ancient ciphers (classic), which was used to encrypt phrases and text messages. 

Among these ciphers are the Playfair cipher and the cipher cipher. Veginer of all 

kinds. These ciphers help secure the confidentiality of information, but they 

have the disadvantage that they are easy to break. That's because their 

algorithms rely on a single key for encryption and decryption. In order to 

increase the degree of security and confidentiality of the information, the 

complete VIGENER cipher has been developed in its numerical form to the 

matrix image to become more complex. And to obtain encrypted messages and 

phrases as well as re-decrypt them With the fastest time and the least effort, a 

program designed for the complete Visioner code was used on MATLAB. 
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1. Introduction 

Information security is one of the most important issues in various 

areas of life[1]. There is a lot of information Such as private secret 
messages and phrases between individuals that no one should see. 

From that I was born Different ideas for a long time seeking to protect 

information from penetration and change These ideas have evolved as 

a result of the acceleration of risks, to form a science in itself, built on 

foundations and principles Clear sports. This science is known as 

cryptography (cryptography) ( 𝐶𝑟𝑦𝑝𝑡𝑜𝑔𝑟𝑎𝑝ℎ𝑦). One of the branches of 

applied mathematics, which works according to certain algorithms to 

hide the concept of text, not to hide it his existence[2]. The text to be 

encrypted is transformed from the plain image to the encrypted image, 

by means of a specific method It is called the encryption key agreed 
between the sender and the receiver. The one-key principle of 
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encryption and decryption is Basis of classic cipher algorithms. The 

research aims to[3]: 

1) Definition of matrices and operations on them. 

2) Introducing encryption, especially classical encryption. 
3) Presentation of some types of classic codes such as Playfair code and 

the simple and complete Visionar code, 

The developer, and the way its algorithms work. 

4) The use of MATLAB in the process of encoding and decoding the full 

Wegener algorithm. search problem: 

 The research problem lies in the following: 

1) The weakness of the codes and their lack of security. 

2) Finding an effective and strong method to ensure confidentiality of 

information. 

Previous studies :  
Mridul Suklabaidyaa , Dr. Anupam Dasb , Biswajit Dasc 

International Journal of Computational      Intelligence & IoT, Vol. 2, 

No. 4, 2018 6 Pages Posted: 28 Mar 2019 A Cryptography Model Using 

Hybrid Encryption and Decryption Techniques 

In his research he used the mathematical model“Hybrid 

Encryption Decryption (HED)” is proposed which first codify the 

original texts to cipher texts and then cipher texts to original texts[3] 
 

2. Materials and Methods 

Matrices and algebraic operations on it [1]    

In this section, we will learn about the most important concepts 

about matrices and the algebraic operations on them. Well we will 

know On how to calculate the determinant of the matrix, the 

elementary transformations, the elementary matrices and the 

inverse of the matrix[4] . 

Definition 2.1.[1]  Arrays are a collection of quantities that may be 

(complex numbers, variables, real numbers, derivatives, vectors, etc.) 

arranged as rows of 𝑟𝑜𝑤𝑠 and columns of 𝑐𝑜𝑙𝑢𝑚𝑛𝑠 in large brackets Such 

as () a and [], and the matrix is symbolized by one of the capital letters, such 

as: 𝐵, 𝐴, 𝐶, ... and is subject to operations specific algebraic. 

The general form of any matrix is:- 

[
 
 
 
 

𝑎11    𝑎12     𝑎13  …….                 𝑎1𝑛

𝑎21   𝑎22      𝑎23   …… .                 2𝑛
.

⋮                        ⋱                       ⋮
 𝑎𝑚1    𝑎𝑚2     𝑎𝑚3    ………        𝑎𝑚𝑛

 ]
 
 
 
 

 

The matrix can be expressed as: 
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𝐴 = [𝑎𝑖𝑗]𝑚×𝑛 

Where this formula reads as follows: 

A matrix 𝐴 whose element is in row 𝑖 and column 𝑗 where  𝐼 =

1,2, …… . ,𝑚  𝑎𝑛𝑑  𝑗 = 1,2,…… . . 𝑛 

Definition 2.2.[1]  Let us have a matrix 𝐴 = [𝑎𝑖𝑗] where the number of rows 

is 𝑚 and the number of columns is 𝑛, it is said that the order of The matrix 

𝑶𝒓𝒅𝒆𝒓 𝒐𝒇 𝑴𝒂𝒕𝒓𝒊𝒙 is the number of rows times the number of columns i.e. 

𝑚 × 𝑛 

Example 2.3.[1]  Let's have the matrix  𝐀 = [
𝟖         𝟎   𝟏
𝟓          𝟐   𝟗

] This 

matrix has 3 rows and 2 columns, so it is of order (2×3) 

Definition 2.4.[1]  Let's have two matrices 𝐴 = [𝑎𝑖𝑗] and𝐵 = [𝑏𝑖𝑗] We say 

that matrices 𝐴 and 𝐵 are equal 𝑬𝒒𝒖𝒂𝒍 𝑴𝒂𝒕𝒓𝒊𝒄𝒆𝒔 if and only if they are of the 

same order and the corresponding inputs are equal 

Example 2.5.[1]  Set the value of x so that the matrices 𝐴 and 𝐵 are 

equal: 

𝐀 = [
10          3 
2             5
6         − 3

]               𝐁 = [
2𝑥2 + 𝑥         𝟑
𝐱                      𝟓
𝟔             𝟐𝐱 − 𝟕

] 

Sol : 

 For two matrices of the same order to be equal, it is enough that the 

corresponding elements are equal : 

2𝑥2 + 𝑥 = 10 

𝑥 = 2 

2𝑥 − 7 = −3 

So the common solution is x =  2 so 

𝐁 = [
10          3 
2             5
6         − 3

] 

Definition 2.6.[1]  Let 𝐼𝑛  be a binary matrix. And as we know, the effect of one 

or more primary transformations is harmful to obtaining Matrix equivalent to 

𝐼𝑛 . This equivalent matrix is called an elementary matrix. Also, the initial 

matrix is considered a non-normal matrix because this matrix is obtained from 
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[5]through a transformation or set of elementary transformations on 𝐼𝑛 , and 

that 𝐼𝑛 is a no nominal matrix because 𝑑𝑒𝑡𝐼𝑛 = 1 

Example2.7.[1] Let  𝐼3 = [
1       0       0 
0       1       0
0       0       1

]  then the following matrices: 

𝐻1,3 = [
1       0       0 
0       1       0
0       0       1

] = 𝐾1,3, 𝐻2,3 = [
1       0       0 
0       4       0
0       0       1

] = 𝐾2(4), 𝐻1,2(𝟒)

=  [
1       0       0 
0       1       0
0       0       1

] 

raw matrices. 

Remark 2.3.[6] For short, 𝐻𝑖𝑗𝐼𝑛 can be written instead of 𝐻𝑖𝑗  . 

3. Results and Discussion 

The process of securing information has become one of the 

important operations, past and present, in order to preserve 

Confidentiality and privacy. Therefore, in this chapter, we will 

learn about concepts about cryptography and study some 

ciphers classic[6]. 

3.1.  Concepts of cryptography [7] 

Cryptography is the science known as cryptography, the word 

(𝐶𝑟𝑦𝑝𝑡𝑜𝑔𝑟𝑎𝑝ℎ𝑦) is derived from Greek taken from the two 

words (𝐾𝑟𝑦𝑝𝑡𝑢𝑠) which means secret, and the word (𝑔𝑟𝑎𝑝ℎ𝑒𝑖𝑛) 

which means writing, And by that means secret writing. 

Definition 3.2.[7]  Defines the plain text is the original understood message 

or data that constitute the algorithm's input . 

Definition 3.3.[9]  The cipher text is known as ( 𝐶𝑖𝑝ℎ𝑒𝑟 𝑇𝑒𝑥𝑡 ) and is an 

unintelligible message generated as an output from The algorithm 

depends on the plain text and the secret key. 

Definition 3.4.[7]  Encryption is the process of converting information or 

plaintext into cipher text or Concealer. 

Definition 3.5.[9]  Decryption is the reverse process of encryption, meaning 

the retransformation of the cipher text to the plain text. 

The following figure shows the encryption and decryption process  
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Figure (3.1) shows how encryption and decryption work 

Definition 3.6.[4]  The cipher key (𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝐾𝑒𝑦) is the means 

by which we encrypt the original text, and also decrypt the text 

encoder[7]. 

Definition 3.7.[6]  A matrix code is defined as a matrix mathematical 

function whose variables are matrices A scalar of the order 𝑛×𝑛 and a 

matrix function is more useful than ordinary mathematical functions, 

because the coding Using regular functions, the text is encrypted 

letter by letter, while matrix functions encrypt the entire text at once 

one. 

3.2.  Some types of classic blades [5] 

There are many classic blades that have been used since time 

immemorial, and whose work depends on the use of One 

key encryption and decryption. In this section, we will learn 

about some of them[8]. 

3.2.1.  Playfair Cipher's  [3]  

The Playfair cipher is an ancient cipher invented by the 

British scientist Charles Weston in 1854 AD, as he named it 

after Playfair's friend. Its method is to make a matrix of 25 

cells (5 * 5) and put in each cell an alphabetic letter A, B and 

so on. Since the number of letters of the alphabet (in the 

English language) is equal to 26 letters, then there is a letter 

that has no place, so this code puts the letters J, 𝐼 together in 

one box always[9] 

𝐴  𝐵  𝐶  𝐷  𝐸 

𝐹  𝐺  𝐻  𝐼/𝐽  𝐾 

𝐿  𝑀  𝑁  𝑂  𝑃 

𝑄  𝑅  𝑆  𝑇  𝑈 

𝑉  𝑊  𝑋  𝑌  𝑍 
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Matrix form 5*5 

Usually, the letters that represent the encryption sentence 

are written in this matrix. 

Example 3.2.2[3]  Using the Playfair cipher, encrypt the 

message, ‘𝐸𝐸𝑆𝑆𝐴𝐺𝑀 𝑇𝐸𝑆𝐸𝐶𝑅’ knowing that the key is ′𝐷𝑂𝑅𝐾𝐸𝑌𝑊’  

Sol : 

1) We divide the message into blocks. 

2)  

𝑆𝐸  𝐶𝑅  𝐸𝑇  𝑀𝐸  𝑆𝑋  𝑆𝐴  𝐺𝐸 

 

2) We write a 5*5 matrix and fill it with the key and the 

remaining cells with the rest of the letters that are not in the 

key[10] 

 

𝐾  𝐸  𝑌  𝑊  𝑂 

𝑅  𝐷  𝐴  𝐵  𝐶 

𝐹  G  𝐻  𝐼/𝐽  𝐿 

𝑀  N  𝑃  𝑄  𝑆 

𝑇  U  𝑉  𝑋  𝑍 

 

3) We notice that both the letter 𝑆 and the letter 𝐸 are in a 

different row and column, so the solution is the intersection 

of each Among them, as well as the two letters 𝐶𝑅 that have 

the same row, so the solution is to replace each letter with 

the next letter on the other hand. Right, and the letters 𝐺𝐸 

are in the same column, so the solution is to replace each 

letter with the letter below it[11] 

𝑇𝐸𝑋𝑇  𝑆𝐸  𝐶𝑅  𝐸𝑇  𝑀𝐸  𝑆𝑋  𝑆𝐴  GE 

𝐶𝐼𝑃𝐻𝐸𝑅  𝑁𝑂  𝑅𝐷  𝐾𝑈  𝑁𝐾  𝑄𝑍  𝑃𝐶  𝑁𝐷 

𝐾𝐸𝑌  𝐾𝐸𝑌𝑊𝑂𝑅𝐷       

 

3.2.3.The Vigenere’s Cipher  [8]  
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This blade was invented by the Frenchman Blaise de 

Vigenier in 1553 AD. This blade is considered a Vigenier blade 

One of the strongest ciphers in classical cryptography, as this 

cipher was not broken for decades, and they believed that this 

cipher Unbreakable until the scientist Frederick Caskey broke 

it[12] 

Example 3.2.4[8]  Using the simple Vigenier cipher to 

decrypt the message ′𝐿𝑀𝑍𝑃𝑍𝑋𝐻𝐻𝐹′, noting that key 4375 

Sol : 

𝐹 - 4 = 𝐵   𝐻 - 3 = 𝐸    𝐻 - 7 = 𝐴    𝑍 - 5 = 𝑈    𝑋 - 4 = 𝑇    𝐿 - 3 = 𝐼     

𝑀 - 7 = 𝐹   𝑍 - 5 = 𝑈   𝑃 - 4 = 𝐿 

Thus, we find that the plain text is BEAUTIFUL . 

3.2.3.Alphapatic Vigenere’s Table  [8]  

The Vigenier table consists of 26 rows and 26 columns. In 

each row there are 26 letters of the alphabet written with 26 

different ways on different lines, so that each line produces 

the line before it by shifting the character to The left is one 

square[13]. 

Example 3.2.4[8]  Using the complete Vigener cipher to 

decrypt the message ′IIBLSMG′ given that the key is 𝐷𝑗𝑞ifs 

Sol[14] : 

We replace the letters of the word and the key with their 

corresponding numbers from the Vigenier table, and we 

get[15]: 

8 8 1 11 18 12 6 25: Text 

3 9 16 8 5 18: The key 

We substitute the values into the numerical function 

𝑓−1(𝑧, 𝑦)  =  𝑥 =  (𝑧 −  𝑦 +  1)𝑚𝑜𝑑26 

𝑓−1(8,3)  =  (8 −  3 +  1)𝑚𝑜𝑑26 

=  6𝑚𝑜𝑑26 

=  6 →  𝐺 

In the same way we get the following: 

𝐶𝑖𝑝ℎ𝑒𝑟 𝑧 𝑦 𝑥 = 𝑓−1(𝑥, 𝑦) 𝑥𝑚𝑜𝑑26 𝑃𝑙𝑎𝑖𝑛 

I 8 3 6 6 G 
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I 8 9 0 0 A 

B 1 16 − 14 12 M 

L 11 8 4 4 E 

S 18 5 14 14 O 

M 12 18 − 5 21 V 

G 6 3 4 4 E 

 

Therefore, the original text is : 𝐺𝐴𝑀𝐸 𝑂𝑉𝐸𝑅  which is what 

we found previously[16]. 

1.  Cryptographic theorems 

In this chapter, we will prove that every text can be encrypted 

through a specific function, and that any text can also be 

decrypted through another function in a mathematical way[17]. 

Theorem 4.1. Every clear text can be encoded according to the 

function 

𝑍  =  𝑓(𝑋, 𝐴𝑘, 𝐵) =  [𝐴𝑘(𝑋 +  𝐵)]𝑚𝑜𝑑256          4.1 

Proof : 

Let us have the plain text 𝑃, which we will assume 

corresponds to the numerical matrix 𝑋, and let us assume for the 

sake of argument that there is Another text 𝑃1, which 

corresponds to the numerical matrix 𝑋1, so that the following is 

achieved[18]: 

𝑋1 ≠  𝑋 ⟹  𝑓(𝑋1, 𝐴𝑘, 𝐵)  =  𝑓(𝑋, 𝐴𝑘, 𝐵) 

⟹  𝑓(𝑋1, 𝐴𝑘, 𝐵)𝑚𝑜𝑑 𝑛 =  𝑓(𝑋, 𝐴𝑘, 𝐵)𝑚𝑜𝑑 𝑛 

 [𝑓(𝑋1, 𝐴𝑘, 𝐵)  −  𝑓(𝑋, 𝐴𝑘, 𝐵)𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

Where 0 represents a zero matrix, thus: 

[𝐴𝑘(𝑋1 +  𝐵)  −  𝐴𝑘(𝑋 +  𝐵)]𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

𝐴𝑘(𝑋1 +  𝐵 −  𝑋 −  𝐵)𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

𝐴𝑘(𝑋1 −  𝑋)𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

(𝑋1 −  𝑋)𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

𝑋1𝑚𝑜𝑑 𝑛 =  𝑋 𝑚𝑜𝑑 𝑛 

𝑋1 =  𝑋 
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This is contrary to the assumption 

𝑓(𝑋1, 𝐴𝑘, 𝐵)  ≠  (𝑋, 𝐴𝑘, 𝐵) 

Therefore, the encryption of any message through function 

(4.1) is done in a single manner, and from this we conclude that 

the encryption of any message[19] 

Theorem 4.2. Every ciphertext can be decrypted according to the 

function : 

𝑋  =  [𝐴 − 1. 𝑍 −  𝐵]𝑚𝑜𝑑256                      4.2 

Proof : 

Let us have the ciphertext 𝑐, which we will assume 

corresponds to the numerical matrix 𝑍. Let us assume, for the 

sake of argument, that there is Another ciphertext 𝐶1 which 

corresponds to the numerical matrix 𝑍1 such that 

𝑍1 
≠  𝑍 ⟹  𝑋1 

=  𝑋 

⟹  𝑋1𝑚𝑜𝑑 𝑛 =  𝑋 𝑚𝑜𝑑 𝑛 

[𝑋1 −  𝑋]𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

where 0 is the zero matrix and thus: 

[𝐴 − 1𝑍1 −  𝐵 −  𝐴 − 1 +  𝐵]𝑚𝑜𝑑 𝑛 =  0𝑚𝑜𝑑𝑛 

𝐴 − 1(𝑍1 −  𝑍)𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

(𝑍1 −  𝑍)𝑚𝑜𝑑 𝑛 =  0 𝑚𝑜𝑑 𝑛 

𝑍1𝑚𝑜𝑑 𝑛 =  𝑍 𝑚𝑜𝑑 𝑛 

𝑍1 
=  𝑍 

This is contrary to the assumption 

𝑋1 ≠  𝑋 

Therefore, each message is decrypted through function (4.2) in a 

single manner, and from this we conclude that decryption 
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