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Abstract: The rapid evolution and adoption of blockchain technology have brought to the forefront
the significance of smart contracts — self-executing contracts with terms directly encoded into the
blockchain. Despite their utility, these smart contracts face numerous security challenges,
particularly in the realm of secure storage. Addressing these challenges is crucial for maintaining
data privacy, integrity, and robust access control mechanisms within blockchain platforms. This
systematic review was conducted following the guidelines by Kitchenham and Charters, focusing
on peer-reviewed journal articles and conference papers published between 2014 and 2024. The
study selection process involved an extensive search of electronic databases such as IEEE Xplore,
ACM Digital Library, Springer Link, and ScienceDirect. Researchers screened titles and abstracts,
eliminating studies that did not specifically address the secure storage of smart contracts. Selected
studies underwent a detailed evaluation based on predefined criteria, focusing on research
objectives, methodologies, comprehensive topic coverage, and rigorous data collection and analysis
techniques. Key information was then extracted, and a thematic analysis was performed to identify
and categorize emerging themes for 220 papers from all total papers publishing 11,224 papers. The
review revealed that public blockchains have garnered the most research attention due to their open
and decentralized nature, followed by private and consortium blockchains. Critical themes
identified include data privacy and confidentiality, integrity and immutability, access control and
authorization, and performance and scalability considerations. Each theme underscores the
multifaceted security challenges inherent in the storage of smart contracts. The findings highlight
the need for continuous innovation and improvement in securing smart contracts, essential for the
advancement of blockchain technology. The lack of standardized guidelines and adaptive security
measures poses significant challenges. Future research should focus on developing streamlined, less
complex solutions that integrate robust security mechanisms while maintaining functionality and
efficiency. This systematic review provides valuable insights, guiding future research and
development efforts aimed at enhancing the safety and reliability of blockchain applications.
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1. Introduction

Smart contracts are self-executing scripts that are stored and run on blockchain
platforms, enabling the transparent and automated execution of predefined processes
[1,3]. These decentralized scripts allow for the programmability of digital assets, opening
new application possibilities that were previously inaccessible [1,3]. Smart contracts have
gained significant traction, with billions of dollars in value currently controlled by these
blockchain-based applications [5,6]. Blockchain technology, the underlying infrastructure
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for smart contracts, is a distributed ledger system that maintains a continuously growing
list of records, called blocks, which are linked and secured using cryptography [6]. This
decentralized architecture provides transparency, immutability, and security, making
blockchain a suitable platform for the deployment of smart contracts [2,6]. The rise in
popularity of blockchain has led to the development of various blockchain-based
platforms, each with its own unique features and capabilities for hosting and executing
smart contracts [1,6]. The secure storage of smart contracts on blockchain platforms is a
critical concern, as vulnerabilities or threats in the storage mechanisms can compromise
the integrity and reliability of these self-executing scripts [4,6].

Researchers and practitioners have identified various security challenges, including
code-level vulnerabilities, storage-related issues, and potential attacks on the underlying
blockchain infrastructure [4,6,3]. Addressing these security considerations is essential for
the widespread adoption and trust in smart contract-based applications [4,6]. The secure
storage of smart contracts on blockchain platforms is of paramount importance due to the
critical role these self-executing scripts play in various applications [3,6]. Smart contracts
are responsible for managing and automating the execution of complex business logic,
often involving the transfer of valuable digital assets [1,6]. Any vulnerabilities or threats
in the storage mechanisms of these contracts can lead to severe consequences, such as the
loss or misappropriation of funds, breaches of data privacy, and the disruption of essential
services [4,6].

Blockchain platforms, which serve as the infrastructure for smart contracts, are
designed to provide a high degree of security, transparency, and immutability [2,6].
However, the secure storage of smart contracts on these platforms is not a trivial task, as it
requires addressing various security challenges, including code-level vulnerabilities,
storage-related issues, and potential attacks on the underlying blockchain infrastructure
[3,4,6]. Failure to address these security concerns can undermine the trust and adoption of
smart contract-based applications, limiting their potential to transform various industries
[4,6]. Ensuring the secure storage of smart contracts is crucial for maintaining the integrity,
reliability, and trustworthiness of blockchain-based systems [2,6]. This includes
implementing robust access control mechanisms, secure data storage and retrieval
processes, and comprehensive security monitoring and incident response capabilities [4,6].
Addressing these security considerations is essential for the widespread adoption and
successful deployment of smart contract-based applications across diverse domains [4,6].
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Figure 1. Overview of design architecture.
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The blockchain network is typically represented as a decentralized peer-to-peer
system, where nodes are interconnected to maintain consensus across the network about
the state of the distributed ledger [7]. This network structure is crucial for ensuring the
integrity and reliability of the blockchain-based system. The sequence of blocks (Block 1,
Block 2, Block N) shown in the figure (1) represents the blockchain, where each block
contains a set of transactions. The Practical Byzantine Fault Tolerance (PBFT) consensus
mechanism ensures that all honest nodes in the network agree on the same sequence of
blocks, even in the presence of faulty or malicious nodes [7]. This consensus mechanism is
essential for maintaining the consistency and security of the blockchain. Roadside Units
(RSUs) are nodes with local storage capabilities that play a critical role in local data
aggregation and processing within the blockchain network. Additionally, the network
utilizes specialized smart contracts, such as Local Storage Smart Contracts (LSSC) and
Record Pool Smart Contracts (RPSC), to handle specific tasks, including local data storage,
operations, and the secure management of a pool of records, likely transactions or data
exchanges. These components contribute to the overall security and efficiency of the
blockchain-based system.

The primary research question guiding this systematic review is: What are the key
security considerations and challenges associated with the storage of smart contracts,
including vulnerabilities, threats, and mitigation strategies? The objective of this study is
to comprehensively examine the existing literature on the secure storage of smart contracts
on blockchain platforms, with a focus on identifying and analyzing the critical security
issues, potential threats, and proposed mitigation approaches. By synthesizing the current
state of research in this domain, the study aims to provide a thorough understanding of
the security landscape surrounding smart contract storage, inform the development of
more secure blockchain-based applications, and highlight areas for future research and
improvement.

2. Materials and Methods

The research methodology for this systematic review on the secure storage of smart
contracts on blockchain platforms was designed following the guidelines provided by
Kitchenham and Charters [8].

Literature search strategy

The literature search was conducted using various electronic databases, including
IEEE Xplore, ACM Digital Library, Springer Link, and ScienceDirect. The relevant data
was extracted from the selected articles, including the research objectives, methodologies,
key findings, and proposed solutions for secure smart contract storage. The data was
organized and tabulated to facilitate the analysis and synthesis of the findings. The quality
of the included studies was assessed using a standardized checklist, such as the PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guidelines,
focusing on the study design, data collection, analysis, and reporting of the results. The
extracted data was then synthesized and analyzed to identify common themes, patterns,
and trends in the secure storage of smart contracts on blockchain platforms. The analysis
included a comparison of the different approaches, techniques, and solutions proposed in
the literature. Finally, the findings of the systematic review were reported in a structured
format, following the guidelines for systematic reviews. The report includes a summary of
the research objectives, methodology, key findings, and implications for research and
practice. The systematic review will be disseminated through publication in a peer-
reviewed journal or conference proceedings.
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Databases and search terms used

The search terms used included "blockchain”, "smart contracts"”, "secure storage",
"systematic review", and their combinations. The search was limited to peer-reviewed
journal articles and conference papers published between 2014 and 2024 to ensure the
inclusion of the most recent and relevant research in the field.

Inclusion and exclusion criteria

The retrieved articles were then screened based on predefined inclusion and
exclusion criteria. The inclusion criteria focused on articles that specifically addressed the
secure storage of smart contracts on blockchain platforms, while the exclusion criteria
eliminated articles that did not focus on this topic, were not written in English, or were
duplicate publications.

Study selection process

The initial step in the study selection process involved a comprehensive search for
relevant literature on the secure storage of smart contracts on blockchain platforms. The
researchers scanned the titles and abstracts of potentially relevant studies to identify those
that focused on the secure storage of smart contracts, including aspects such as data
privacy, integrity, and access control. Studies that did not directly address the secure
storage of smart contracts or were not related to blockchain platforms were excluded from
further consideration.

After the initial screening, the researchers obtained the full-text versions of the
selected studies and conducted a more detailed review. During this stage, the researchers
carefully evaluated each study based on a set of predefined criteria to ensure the inclusion
of high-quality and relevant information. The criteria included:

1. Clear definition of research objectives or questions related to the secure storage of
smart contracts.

2. Appropriate research methodologies, such as systematic reviews, empirical
studies, or theoretical analyses.

3. Comprehensive coverage of the topic, including discussions of challenges,
solutions, and future research directions.

4. Rigorous data collection and analysis techniques.

5. Alignment with the overall scope of the systematic review on the secure storage
of smart contracts on blockchain platforms.

The researchers then selected the studies that met these inclusion criteria, ensuring
that the final set of studies provided the most relevant and valuable information for the
systematic review.

Data extraction and synthesis

After the final selection of studies, the researchers conducted a thorough data
extraction process to gather the key information relevant to the secure storage of smart
contracts on blockchain platforms. This included extracting details such as the study
objectives, research methodologies, key findings, and proposed solutions or approaches.
The researchers paid particular attention to the specific challenges and requirements
identified in the studies, as well as the technical approaches and mechanisms discussed
for ensuring the secure storage of smart contracts. This data extraction process allowed the
researchers to build a comprehensive understanding of the current state of research in this
domain and the various aspects that needed to be addressed.

With the key information extracted from the selected studies, the researchers
conducted a thematic analysis to identify the main themes and categories emerging from
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the literature. This involved carefully reviewing the findings, identifying common
patterns, and grouping related concepts and approaches. The researchers organized the
findings into several broad categories, such as data privacy and confidentiality, integrity
and immutability, access control and authorization, and performance and scalability
considerations. Within each category, the researchers further analyzed the specific
techniques, mechanisms, and trade-offs discussed in the studies, highlighting the
strengths, limitations, and potential areas for future research. This thematic analysis and
categorization of the findings enabled the researchers to synthesize the existing
knowledge, identify the key challenges and solutions, and provide a structured and
comprehensive overview of the secure storage of smart contracts on blockchain platforms.

Overview of Smart Contract Storage on Blockchain Platforms

Smart contracts are self-executing digital agreements that are stored and executed on
blockchain platforms. The storage and execution of smart contracts on blockchain
platforms have several unique characteristics [9]. One of the key features of smart contract
storage on blockchains is the immutability of the contract code. Once a smart contract is
deployed on the blockchain, its code cannot be modified, ensuring the integrity and
transparency of the agreement [10]. This immutability is achieved through the distributed
consensus mechanism of the blockchain, where all nodes in the network validate and store
the contract code. Another important aspect of smart contract storage is the decentralized
nature of the blockchain. Smart contracts are not stored on a central server but are
distributed across the entire network of nodes. This decentralization eliminates the need
for a trusted third party to manage the contracts, reducing the risk of tampering or
unauthorized access [11]. The storage of smart contracts on blockchain platforms also
enables automatic execution of the contract terms when predefined conditions are met.
This automation reduces the need for manual intervention and the associated costs,
improving the efficiency of contract-based transactions [12]. Furthermore, the
transparency of the blockchain allows all participants to view the smart contract code and
the associated transactions, enhancing trust and accountability in the system [13]. This
transparency is particularly beneficial in industries where transparency and traceability
are crucial, such as supply chain management and financial services. In summary, the
storage of smart contracts on blockchain platforms offers several advantages, including
immutability, decentralization, automation, and transparency, which make them a
valuable tool for various applications [14].

3. Research database

The search results across multiple research databases reveal significant academic
interest in blockchain technology, particularly focusing on keywords such as "Blockchain,"
"Smart Contracts," and "Distributed Ledger Technology." IEEE Xplore leads with the
highest number of papers on "Blockchain" (3,254) and "Smart Contracts" (841), reflecting
its strong engineering and technology research focus. The ACM Digital Library also shows
considerable research activity, with 2,158 papers on "Blockchain" and 689 on "Smart
Contracts," indicating robust interest in both theoretical and practical aspects of these
technologies among computer science researchers. ScienceDirect, although slightly lower
in volume, still presents a substantial contribution with 1,923 papers on "Blockchain" and
543 on "Smart Contracts,” underscoring its relevance in scientific and applied research
contexts. Overall, these results highlight the widespread and multidisciplinary research
efforts being made to explore, develop, and secure blockchain platforms and their
components.
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Table 1. Paper Search Results

Research Database Search Keywords Number of Papers

Blockchain 2,158
ACM Digital Library Smart Contracts 689
Distributed Ledger Technology 496

Blockchain 3,254
IEEE Xplore Smart Contracts 841
Distributed Ledger Technology 712

ScienceDirect Blockchain 1,923
Smart Contracts 543
Distributed Ledger Technology 608

Total number of papers 11,224
Total number of papers considered for the study 220

Distribution Based on contract platforms

The distribution of blockchain research papers by platform demonstrates
pronounced trends in the field, with Ethereum significantly leading at 164 papers. This
considerable focus on Ethereum underlines its dominant role in facilitating
programmable smart contracts and decentralized applications, making it the centerpiece
of blockchain innovation and implementation. The large volume of research highlights
Ethereum's extensive adoption across diverse sectors such as finance, supply chain
management, healthcare, and beyond, driven by its robust development framework and
continuous enhancements, including the anticipated shift to Ethereum 2.0 for improved
scalability and security. Hyperledger Fabric follows with 57 papers, indicating its
prominent position in enterprise applications where permissioned blockchain solutions
are critical for operational efficiency, data privacy, and security. This platform's
modularity makes it attractive for enterprise use cases like supply chain optimization and
healthcare data management, drawing substantial academic and industry research
interest.

Table 2. Blockchain papers are organized based on their platforms.

Platform

Number of References
Papers

Ethereum

15], [16], [17], [18], [19], [20], [21], [22], [23], [24], [25], [26], [68].
691, [72], [75]. [76], [77], [79], [80]. [83], [84]. [87]. [88], [89]. [91].
95]. [99]. [100]. [101], [102], [103], [104], [105], [106], [107],
108], [109], [110], [111], [112], [113]. [114], [115], [116]. [117],
118], [119], [120]. [121], [122]. [123]. [124], [125]. [126]. [127].
128]. [129]. [130], [131], [132], [133], [134], [135], [136], [137].
138], [139]. [140]. [141], [142]. [143]. [144]. [145]. [146]. [147],
148], [149], [150], [151], [152], [153], [154]. [155], [156]. [157].
158]. [159]. [160]. [161], [162], [163], [164].

164

Hyperledger
Fabric

91]. [104]. [110]. [135]. [136]. [139]. [156]. [158]. [159]. [165],
1661, [167], [168]. [169]. [170]. [171]. [172]. [173]. [174]. [175].
176]. [177]. [178]. [179]. [180]. [181]. [182]. [183]. [184]. [185].
186]. [187]. [188]. [189]. [190]. [191]. [192]. [193]. [194]. [195].
196]. [197]. [198].

57

Bitcoin

271, [28], [29], [30], [31], [32], [33], [68], [69]. [70]. [71]. [72]. [73].
74]. [75]. [76]. [77]- [78]. [79]. [80]. [81] [82], [83]. [84]. [85]. [86].
87]. [88]. [89]. [90]. [91] [92], [93]. [94]. [95]. [96]. [97] [98], [99]

[
[
[
[
[
[
[
[
[
[25], [34], [35], [36]. [68]. [69]. [74]. [75]. [76]. [77]. [79]. [80]. [88].
[
[
[
[
[
[
39 [
[
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R3 Corda 19 [25], [36], [37], [38], [39], [40], [41], [42], [43], [44], [45], [46]. [69].
[75]. [77]. [88]. [91]. [ '35]. [136]. [153].

NXT 9 [25], [42], [43], [44], [45], [46], [47], [48], [49].

IOTA 7 [65], [66], [67], [69], [209], [210], [211],

FISCO BCOS 6 [215]. [216]. [217]. [218]. [219]. [220].

Counterparty 7 [19], [24], [50], [51], [52], [53], [54].

MultiChain 5 [69], [78], [135], [199], [200],

RChain 5 [19], [56], [57], [58], [59].

EOS/ EOS.IO 4 [118]. [214]. [204]. [139].

Stellar 4 [68], [135]. [203], [204],

Cosmos 4 [78], [88], [131], [201],

RootStock 4 [19], [55], [56], [24].

(RSK)

Exergy 4 [19], [56], [57], [58]-

BigChainDB 4 [62]. [63], [64], [69],

Quorum 3 [124], [77], [69],

IBM Blockchain 3 [69], [88]. [202].

Ripple 3 [70], [153], [205],

Qtum 2 [118], [207],

NEO 2 [118], [139],

Cardano 2 [204], [213],

Exonum 2 [206], [77],

ARK 2 [208], [118],

Ethermint 2 [135], [136],

Nebulas 2 [212], [154],

Polkadot 2 [213], [88],

Tezos 1 [59].

Kadena 1 [60].

EOS 1 [61].

Bitcoin, with 39 papers, continues to be a fundamental subject of study, reflecting its
foundational impact on the blockchain landscape. Research on Bitcoin often delves into
its security mechanisms, economic implications, and proof-of-work consensus algorithm
that underpins many subsequent blockchain innovations. Other platforms, including R3
Corda (19 papers), NXT (9 papers), IOTA (7 papers), and several with fewer publications
like Cosmos, RootStock, and Stellar (each with 4 papers), capture attention for their
specialized applications. R3 Corda’s emphasis on financial services, IOTA’s tailored
design for IoT applications, and Stellar's focus on cross-border payments highlight the
diverse potential and ongoing innovation within the blockchain space. Despite fewer
papers, these platforms signify important niches and evolving technologies within the
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broader blockchain research community, showcasing a rich landscape of both well-
established and emerging blockchain solutions.

Blockchain Platform Comparison

N
8

M Ethereum B Hyperledger Fabric M Bitcoin

R3 Corda B NXT B I0TA
W FISCO BCOS B Counterparty W MultiChain
B Rchain B FOS/FOS.10 W Stellar

Figure 2. Platform distribution

Distribution Based on Blockchain Types

The distribution of blockchain research papers based on blockchain types reveals
distinct areas of focus within the academic community. Public blockchains, which are open
and decentralized platforms accessible to anyone, lead the research interest with 110
papers, indicating a strong emphasis on exploring their broad applications, security
measures, and scalability challenges. Private blockchains, characterized by restricted
access and typically used within organizations, follow with 70 papers, reflecting significant
interest in their use for secure, internal operations and efficiency. Consortium blockchains,
which are controlled by a group rather than a single entity and used for collaborative
efforts between multiple organizations, have 40 papers, showing a more specialized but
important focus area that balances decentralization with controlled access for business
partnerships and industry collaborations. This distribution highlights the diverse
applications and ongoing innovations in different types of blockchain systems.

Number of Papers

Private ; 31%

-~

Consortium ; 18%

< Other; 0,18

Public ; 50%
® Public = Private = Consortium

Figure 3. Blockchain Types distribution
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Storage techniques for smart contracts

The distribution of research papers on storage techniques for smart contracts
highlights the varying approaches to managing data within blockchain ecosystems. On-
chain storage, which involves storing data directly on the blockchain, accounts for 48
papers. This method ensures immutability and transparency but often suffers from high
costs and scalability issues due to the limited and expensive nature of blockchain storage
space. As aresult, the relatively lower volume of research on on-chain storage reflects these
challenges, prompting researchers and developers to explore more efficient alternatives.

Storage Techniques

=

m On-chain storage = Off-chain storage = Hybrid approaches Others

Figure 4. Storage techniques for smart contracts distribution

Off-chain storage emerges as a more extensively studied area with 58 papers,
indicating a growing interest in methods that store data outside the blockchain while
maintaining a reference or hash of the data on-chain. Off-chain solutions aim to address
the limitations of on-chain storage by reducing costs and improving scalability, making
them suitable for applications requiring large data storage without compromising security
and integrity. Hybrid approaches, combining both on-chain and off-chain storage, lead the
research with 72 papers. These approaches seek to balance the benefits of both methods,
leveraging the security and immutability of on-chain storage while utilizing off-chain
storage for data-intensive operations. The significant focus on hybrid approaches
underscores the ongoing effort to optimize storage strategies, ensuring efficiency, cost-
effectiveness, and security. Additionally, there are 42 papers categorized under "Others,"
which might explore novel or less conventional storage techniques, reflecting the diversity
and innovation in research aimed at enhancing smart contract functionality.

Vulnerabilities in smart contract storage

The analysis of vulnerabilities in smart contracts reveals that unauthorized access is
the most frequently addressed issue, appearing in 103 papers. This high frequency
underscores the critical nature of securing access controls within smart contracts to prevent
malicious exploitation. Unauthorized access can lead to severe consequences such as
unauthorized transactions, data breaches, and manipulation of contract logic. Effective
countermeasures include implementing robust authentication protocols, regular security
audits, and employing multi-factor authentication approaches to ensure that only
authorized entities can interact with sensitive contract functions.
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Reentrancy attacks and storage overflow or underflow vulnerabilities also emerge
as prominent concerns, discussed in 97 and 87 papers, respectively. Reentrancy attacks
exploit the ability of external contacts to recursively call functions within the initial
contract, often leading to unauthorized multiple operations such as repeated fund
withdrawals. On the other hand, storage overflow or underflow vulnerabilities occur
when arithmetic operations exceed the allocated storage limits, causing unexpected
behavior and potential loss of funds. To combat these issues, developers employ
techniques such as reentrancy guards, using the latest Solidity versions with automatic
checks, and leveraging mathematical libraries that handle overflow or underflow scenarios
gracefully.

Code-level vulnerabilities

46%
41%
76%:
35%
44%

m Reentrancy Attacks = Uninitialized Storage Pointers

Storage Overflow or Underflow Unauthorized Access

= Default Visibility of Storage Variables = Storage Dependency Attacks

Figure 5. Code-level vulnerabilities distribution

Other significant vulnerabilities include storage dependency attacks and default
visibility of storage variables, with 92 and 78 papers focusing on them, respectively.
Storage dependency attacks exploit the dependencies in the storage layout of smart
contracts, while issues with default visibility stem from improperly configured visibility
states, making sensitive functions or variables accessible unintentionally. Addressing these
vulnerabilities involves strategic planning and adherence to best coding practices, such as
explicitly defining visibility for all functions and variables and thoroughly assessing
storage layouts. Uninitialized storage pointers are also discussed in 58 papers, reflecting
the importance of ensuring all storage variables are properly initialized to avoid
unpredictable behaviors. Collectively, these papers provide a comprehensive
understanding of prevalent vulnerabilities and the necessary steps to enhance the security
and robustness of smart contracts.

4. Results
Emerging Trends and Future Directions

a. Advancements in secure storage solutions for smart contracts

Recent advancements in secure storage solutions for smart contracts have
focused heavily on leveraging blockchain technology to enhance data integrity,
confidentiality, and robustness against unauthorized access. In their
implementation of a private blockchain using the Multichain open-source
platform, Ismailisufi et al. [200] demonstrated how a tailored blockchain setup
can provide a secure, decentralized ledger that mitigates many traditional
storage vulnerabilities. The use of private blockchain networks enables better
control over access permissions and data management, ensuring that only
authorized entities can interact with the smart contracts and stored data.
Additionally, [201] explored the underpinnings of building custom blockchain
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solutions, emphasizing the importance of adaptability and flexibility in
designing secure storage frameworks that can cater to specific application
needs.

Another notable advancement includes the 'Blockchain as a Service' (BaaS)
models introduced by [202], which offer scalable and secure storage solutions
tailored for IoT environments. Their work highlights how BaaS platforms
simplify the deployment of blockchain networks, providing pre-configured
infrastructure that enhances security through well-defined protocols and
configurations. This approach not only addresses common storage
vulnerabilities in smart contracts but also delivers enhanced data integrity and
transparency, crucial for applications requiring stringent security standards.
Furthermore, [203] demonstrated the practical application of blockchain-based
storage in universal loyalty platforms, showing how these advancements can
be directly applied to real-world scenarios to secure user data and transaction
histories effectively. These advancements collectively underline the potential of
blockchain technology in fortifying smart contract storage against evolving
security threats.

b. Integration with other technologies

Recent advancements in the integration of blockchain technology with other
security-enhancing technologies, such as Trusted Execution Environments
(TEEs) and Multi-Party Computation (MPC), have significantly improved the
security and privacy of smart contracts. [1] evaluated the suitability of adopting
blockchain for various applications and emphasized the importance of
integrating TEEs to ensure that even if the underlying hardware is
compromised, sensitive data and computation can remain secure. TEEs provide
a secure enclave where code can be executed isolated from the main operating
system and other processes, thereby protecting the execution of smart contracts
from being tampered with or observed by malicious actors. This integration
enhances the robustness and integrity of blockchain applications, paving the
way for more secure decentralized applications in sectors requiring high levels
of confidentiality and trust.

Furthermore, [2] explored the challenges and opportunities of integrating
MPC with blockchain technology for business process management. MPC
allows multiple parties to jointly compute a function over their inputs while
keeping those inputs private, which is highly relevant for smart contracts that
handle sensitive information. For instance, [4] proposed using MPC to manage
untrusted business process monitoring and execution through blockchain,
ensuring that data privacy is maintained even in decentralized environments.
This approach allows for complex calculations to be performed securely and
privately, without any party gaining access to the data of others. By
incorporating these computational techniques, blockchain-based systems can
adopt more sophisticated and secure architectures that meet the demands for
higher privacy and compliance in various industries, including finance,
healthcare, and supply chain management. These integrations not only fortify
the security landscape of smart contracts but also open new avenues for their
application and scalability in real-world scenarios.

5. Discussion

The systematic review on the secure storage of smart contracts on blockchain
platforms offers a comprehensive analysis of the literature to identify critical security
issues, potential threats, and mitigation strategies. The primary goal is to inform the
development of more secure blockchain applications and highlight future research areas.
Smart contracts, as self-executing contracts with the terms of the agreement directly
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written into code, are subject to various security challenges, making a thorough
examination of their secure storage vital. To achieve this, the researchers implemented a
meticulous study selection process. Initially, a comprehensive search of relevant literature
was conducted, focusing on titles and abstracts related to secure storage, data privacy,
integrity, and access control within blockchain platforms. Studies that did not specifically
address these aspects were excluded.

The selected studies were then thoroughly reviewed based on predefined criteria,
including clear research objectives, appropriate methodologies, comprehensive coverage
of the topic, and rigorous data collection and analysis techniques [85, 86]. Following the
selection process, extensive data extraction was carried out. The researchers gathered key
information, emphasizing the challenges, requirements, and technical approaches for
ensuring the secure storage of smart contracts. This process included examining study
objectives, research methodologies, key findings, and proposed solutions. The extracted
information was then synthesized, allowing the researchers to build a detailed
understanding of the current research landscape and identify various critical aspects that
need addressing [87, 88, 89].

Subsequently, a thematic analysis was conducted to identify common patterns and
categorize the findings into several broad themes. These include data privacy and
confidentiality, integrity and immutability, access control and authorization, and
performance and scalability considerations. Each category represents a crucial aspect of
the secure storage of smart contracts, highlighting the multifaceted nature of the security
challenges present in blockchain platforms [90, 91]. The literature search strategy was
robust and comprehensive, utilizing electronic databases such as IEEE Xplore, ACM
Digital Library, Springer Link, and ScienceDirect. The search terms included "blockchain",
"smart contracts", "secure storage", and "systematic review". The researchers focused on
peer-reviewed journal articles and conference papers published between 2014 and 2024 to
ensure contemporary relevance. A standardized checklist, such as the PRISMA guidelines,
was used to assess the quality of the included studies, focusing on study design, data
collection, analysis, and reporting [8]. The review's findings reveal that public blockchains
receive the most research attention, followed by private and consortium blockchains.
Public blockchains are open to all and decentralized, which makes them a significant focus
due to their broad applications and security challenges. Private blockchains, with
restricted access, are explored for their use in secure, internal operations. Consortium
blockchains, managed by a group of entities, are noted for their role in collaborative
business efforts, highlighting a balance between decentralization and controlled access [91,
92, 93]. In summary, the systematic review underscores the importance of secure storage
for smart contracts and provides a structured understanding of the associated security
landscape. The synthesis and analysis of existing research allows for the identification of
key themes and challenges, setting a foundation for future research and development in
secure blockchain applications. The study emphasizes the need for continuous innovation
and improvement in securing smart contracts, given their critical role in blockchain
ecosystems.

6. Conclusion

The research methodology followed a systematic review approach based on
guidelines by Kitchenham and Charters. The study selection process was rigorous,
involving a thorough screening and detailed evaluation of articles based on predefined
criteria. Data extraction focused on gathering key information related to study objectives,
methodologies, findings, and proposed solutions. Thematic analysis was conducted to
identify and categorize common themes and patterns. By synthesizing the existing
research, this study has provided valuable insights into the secure storage of smart
contracts on blockchain platforms. It underscores the multifaceted nature of security
challenges and the critical aspects that must be addressed to enhance the safety and
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reliability of blockchain applications. The findings are expected to guide future research
and drive improvement in securing smart contracts, ultimately contributing to the
advancement of blockchain technology in various sectors. Integrating robust security
mechanisms while maintaining the functionality and efficiency of smart contracts remains
a challenge. Future research needs to focus on developing more streamlined and less
complex solutions. As blockchain technology evolves, so do the potential security threats.
Continuous monitoring and adaptation of security measures are necessary to counter
emerging threats effectively. The lack of standardized guidelines and regulations for
securing smart contracts poses a significant challenge. Future work should aim at
establishing clear regulatory frameworks and standards.
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