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Abstract: This study aims to enhance message security through the implementation of the SHA-256
hash algorithm within the CMC network security context. By employing MATLAB for design and
simulation, the research focuses on protecting messages via fragmentation, ensuring encrypted and
unencrypted chunks are properly arranged. The objective is to mitigate the impact of malicious
attacks, as evidenced by simulations demonstrating the removal of error messages and the clean
transmission of data. The research employs the SHA-256 hash algorithm for encrypting messages.
The study uses MATLAB to simulate message encryption and decryption processes. The
methodology involves: Hashing messages using the SHA-256 algorithm, Fragmenting the hashed
messages for transmission, simulating malicious attacks and observing the algorithm's efficacy in
error removal and data protection, Ensuring the receiver correctly reassembles and decrypts the
fragmented messages. Simulation results show that the SHA-256 algorithm effectively protects
messages from various types of malicious attacks. In all tested scenarios, the hashed messages were
successfully transmitted, with the receiver able to cleanly receive and reassemble the data. The
findings indicate a significant reduction in the vulnerability of messages to external attacks,
demonstrating the robustness of the hash-based security system.
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1. Introduction

The hash cryptographic algorithm, as well as other security-related subjects. This
compares each form of encryption by means of safety.. Nowadays, all encryption
solutions Digital technologies are used for data safeguarding and safety. Now three basic
encryption technologies are used to safeguard data. The three approaches are symmetrical
key, asymmetrical password and a one-way hashing. A symmetrical passwordis
straightforward Immediately and without any delay. The unsecured data is inputted into
the encryption process. mechanism, which generates data is encrypted. that the recipient
decrypts. This method has been used for over forty years form the digital centuries. [1]
Asymmetrical keys employ distinct keys. One for the general population and one for
privacy. The method is similar to that of a key with symmetry, with the exception that the
key itself is divided into two categories. The one-sided hash employs the hash algorithm
and generates no keys. A hash is a key, and all information is secure.

Two distinct encryptions have been observed. One involves hashing, while the other relies

on keys. Encryption and hashing are two methods used to protect data. Privacy uses
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plaintext to secure the data, while hashing uses hash tags. There are several benefits to
utilizing hashing instead of key encryption systems. [2]

® lt's a breeze to locate an entry once the data has been hashing.

® Random string are produced to ensure the uniqueness of each record stored within the

database.

® contrasting hashes is a simpler task compared to contrasting the actual data. Can be

utilized for extensive safety of data [3]

2. Materials and Methods

Problem Statement

The hashed cryptography technique employs the CMS (Cryptography
Communication Syntax) protocol is used to guarantee the security of
communication and minimize potential risks. risk of destructive attacks.
Currently, data protection techniques and encryption technologies suffer from
inadequate security. Despite being protected, a significantamount of data remains
susceptible to assaults from external entities or malicious software. The reason for
this is not due to the inadequacy of the data security system, but rather the
increasing sophistication of attacking strategies. Presently, individuals have a
tendency to use intricate coding techniques in order to target certain info on the
network. They have the ability to use a multitude of strategies and coding
methodologies. These antivirus and antimalware programs are inadequate in
keeping pace with the latest advancements in malicious code. Most of this
programis still discernible. They are unsuccessfulin improving their data security
measures. The current data attacker have the capability to inflict damage onto
registration files, .ini files, and other essential root files.

Scope of Project

The studies will explore the following subjects
® CMS-based hashing cryptographic algorithm.
1. Intro to Cryptographic and Hash Systems for Security

Cryptography entails the generation of a confidential key. Additionally, thereisa
publicly available encryption key. Public keys are only allocated to incoming
communication inside the network[4].

The recipient will conduct the decryption operation at the receiving end to get the

message back. The most common word used for privacy in cryptography to an
ordinary person is encryption and decryption and the following is a general
statement for cryptography encryption and decryption: [5]:

C=Ek (P (1.1)

P=Dk (P) (1.2)
Where P = plaintext
C = cipher text
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E = encryption method
D = decryption method
k = the key

Equation 1.1 asserts that unencrypted data, usually referred to as plaintext, is
inputted into a cryptography system, it undergoes encryption and is transformed
into cipher text. A key is generated by every encryption procedure. A key may The
information may be disseminated throughout the network as either public or
private, depending upon the user's preferences. control over the internet
connection. The user's text is "[6]."

In contrast, a hash is a block that turns plaintext to encrypted data. The hash
contains a large amount of information that humans cannot understand. Only the
machine understands [7].

After the hash is created, it becomes quite difficult to modify the information, and
often, the transformation from output to input is prohibited. Figure 1 illustrates
the hashing algorithm.

On the other hand, the hash has been clearly specified. The user's text is [8].

Hashing Algorithm

hdhdhd #blcld
&"(adf
nm— | ff | o—

Plain Text Hash Function Hashed Text

[

r

Figure 1: Development of hashed cryptographic algorithms CMS.

Figure 1showswhole procedure that took place when the hashed cryptography
algorithm was called. Only one thing can be understood - the hash functions will
return hash text instead of plain text as happens in case of Encryption using a
cryptographic key. The importance of hash security is increasing in popularity.
The hash function is a cryptographic algorithm that performs one-way encryption
by generating a hashed output. messages rather than a plain text [9] Currently,
most of the hashed systems were included in single term called hash function.
While it is also called a cryptographic hash function only its not -as they are
ordered-[]. One-Way Hashing: Many encryption algorithms nowadays depend
heavily on one-way hash functions. It is used to generate a digital signature and
for authenticating any entity, Figure 1: Hashed cryptography, shows the complete
procedure for hashed cryptography process. All that remains to be known is that
the hash algorithm puts hash text not the plain text as in key encryption. Hash
based security is more and more frequently used. Again, the hash is a way of
encrypting and molding to One-way encryption of plaintext message to hash[10]
Nowadays, The majority of the encrypted systems are concatenated into a hash
function. Since it is ordered, some individuals merely call it a cypher text hash
function [11]. Modern encryption requires one-way hash functions. It is a must for
digital signature and authentication. It is designed to take any length message
compress it to string of fixed length, it is called as [12].

The hash system operates by first converting the unprotected information and
then encrypting it through the hash algorithms. Its functionality is determined by
a complicated mathematical procedure. Typically, the SHA-256 hash technique is
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used before to encryption.S HA-256 stands for 256-bit data hash encryption. The
National Security Agency (NSA) identified and built the algorithm. The SHA
acronym stands for The Secure Hash Algorithm. It possesses the subsequent
properties. [13]

e Indicator for accessible block sizes

Absorb the size of the text after hashing.

There is just one cycle for iterations

Uses normal word count

Data lengths are limited.
e Protocols influence the speed of hashing encrypted.

The evaluation The process of encrypting the system's hash may be defined as
follows: [14]:

Let
ml = messagel
m2 = message?2
mn = subsequence message
H = hash function
al = random number generatorl
a2 = random number generator2
an = random number generator3

A pseudo generator is a kind of generator that creates confidential codes. The
resulting code should be unique and cannot be same for every input.

The messagesm1, m2, m3, etc., that are entered into the engine in the time domain
may be represented as [15].

The unencrypted data may be represented as the sum of many components,
denoted as m1(t), m2(t), mn(t), and so on, as shown in equation (1.3).

The process of hash creation producesa pseudo-random code called a hash, which
is then multiplied by every message in the hash network. The result is 16.

Encrypted data that has been transformed using a hash function, denoted as H(m)

=alml(t) + a2m2(t) + a3m3(t) + ...... anmn(t) (1.4)

It is important to mention that when you multiply anmn(t) by a multiple, it results
in additional components. This message differs from the previous one, which was
not encrypted. In order to comprehend the mathematical aspects of hashing
systems in a practical context, let us use the following example: The user's text is
a reference to a specific point or statement.

Message 1: How are you (unencrypted data)?
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Random alphanumeric codes: AE00, EE99, EDR1023, ...........

The output of the message is: HowAE(00, areEE99, youEDR1023
0045AE00#008EE994#865EDR1023

It's crucial to understand that the '#' symbol represents a space. In this scenario,
The symbol '#' is utilized. Actually, it might transform into various symbols. As
the number of repetitions increases with each new incoming message rises, the
symbols may change. Keep in mind that each messageis processed during a single
iteration cycle. The latest message will utilize distinct code, resulting in the
creation of a new messaging code.

When messaging are sequenced or serialized, they create a cryptography system.
When messaging are encrypted, they cannot be modified, even their location. It is
impossible to reintegrate the message into the hash process. If a mistake is
identified, the message must be rewritten from scratch. Putting the messages in
cryptographic order is the duty of the algorithm. Once more, this is managed by a
complicated mathematical algorithm. To understand the mathematical analysis of
cryptography, consider the following example. [18]:

let = code for cryptography

= hashed messaging

The encryption code will be placed in order for creating a series of codes that may
be multiplied by the hashed messages. Thus, multiplied with an identity matrix
[19]:

The last matricesresults represent the hashing message's cryptographic order. The
system could read it from row to row as follows: 13120809190621140

2. Cryptographic Algorithm for Hashing

An algorithm is a software that shows how hash encrypting works. The technique
might be presented in several alternative ways. Often, this entails using a diverse
range of programing dialects such as Java, C++, and Python. It is up to the
simplicity of the coder.

Certain programming dialects may have restricted library features. For example,
should a programmer pick FORTRAN, the user will be unable to provide the best
graphical technique to explain the hashed cryptographic encrypting. [20].

If the programmer uses another programminglanguage, such as Visual Basic, C++,
or C, a more visually appealing representation of the encryption technique
utilizing the hashing function may be presented.

It is not required to present an approach in its entirety. However, The essential
components of a software that include the hash and cryptographic functions must
be shown.
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Initialization Map For a Call to
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CryptAcquln_ECDntext Cart Store MNote OCnly the function
Function parameters and
structure members that
are derived from other
structures or functions

This function call returns a
handle to the CSF

are shown

Fig 2: General hashed cryptography encryption

3. Results and Discussion

Simulation Results

This section will present the simulation based on the setting in section 1.2. The
simulation results consist of few scenarios where the message being damage or
attacked by the malicious. Each scenario will be discussed in the section.

i.Simulation results with scenario 1

x ENNENERNEREENENEREEN
R JENEENENENERNNNENEEE

Figure 3: Malware attacks the first, fourthly, and subsequent three messages.

Figure 3 shows the condition where 5 hashed messages of the transmitter are
attacked by the malicious. This is shown using light blue color.

At the receiver, Rx all the messages are cleaned and received without damage.
This show that the data being protected and avoid damage by the malicious.

ii. Simulation results with scenario 2

xENNENNENENENNENNNEEN
< JENENENENENENENENENN

Figure 4: The attack targets four hashes messages.
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As seen in Figure 4 Four hashing messages are under assault.. But at the receiver,
all the messages are successfully recovered without damage.

iii.Simulation results with scenario 3

x JENNENENEENENEENEREE
R IENEEENNSENEENNEEEDE

Figure 5: Malware attacks two hashed texts.

Note that when two messages are being attacked by the malicious, the data could
be disappeared in the network. This is marked by red color as the fail message.
When this condition happens, the transmitter has the resend the message.

iv. Other Simulation results
Besides the three main scenarios in the simulation, there are other simulation
results where different colors are observed when the messages are being hashed
and protected. This can be seen in Figure 3, 4, 5.

[J0000000000000000001
R LLHHODOOOUOO0OUUOO0L

Figure 6: The transmitter buffer the messages

Figure 6 shows the messages being buffered before enter into the channels. The
buffers are necessary to avoid messages collision in the channels.

For every time simulation begin, the buffers will be opened to slot in the hashed
messages. Only when buffers are available, then the messages will go into the
buffers. If not, the messages have to be resend as seen in Figure 7.

= BERRUUO0LOODO0EO0OUO0
R JUHOODODOOLOLODOULOUL

Figure 7: Some communications are resent and marked with red colours.

As show in Figure 7, there are four messages marked with red color. This indicates
thatthemessages are not protected by hashed. Therefore, the messages havetore-
hash for protection.

x HEEENENERNENERNNNREE
R JIEERENERERERERUOODUL

Figure8: Some messages waiting for acknowledgement

When the channels are idle, the messages can be sent without risk. On the other
hand, when the channels are busy with many messages, then the transmit messages
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have to wait for "ACK" to alert on the use of channels. This is important to control
the traffic in the channels. The ACK basically will alert the transmitter when the
channels are idle or less messages. As seen in Figure 1.10, the ACKis marked with
blue colors on certain messages.

Simulation Results Observations

Observation on the Simulation Results

Data damaged |

Resend [

Success received |

No. Hashed messazes

0 50 100 150 200 250 300 350
Figure 9: Observation on the outcomes of the simulations

Figure 9 showsthe simulation results under few observations. Note that out of 300
priority of message being defined at the upper layer of the message block, there
are 10 of the messages resend, 50 of them damaged, 300 are being successful
hashed and 298 are being successful received.

The statisticshave showed the hashed data protectionis very useful and really can
protect the data. The percentage of data loss and damage are less and still reliable
in the practice.

4. Conclusion

Hashed message means the user message or plain text is being hashed or added
with some characters where people cannot understand. Only human itself can
understand. When messages are in hashed, we said that the messages are being
protected.

The cryptography is a system that arrange the hashed message in the network.
The arrangement will follow the syntax. This is important to tackle two issues.
One s to prevent malicious attack and second is to control the message traffic in
the network.

From the simulation results, we use green colors to represent the messages
transmitted from the transmitter and successfully received by the receiver. We
also use the yellow color to indicates the buffer process, the blue represents the
"ACK" and the red indicates bad message.

From the observation, one can see that the receiver does the process of extracting
the messages from the channels are able to avoid bad messages and avoid
malicious attack.
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